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Introduction

What is ISO/IEC 27701and what is included in the standard?

The International Standardization Organization, on August 5,
2019, issued ISO/IEC 27701: 2019 (hereinafter referred to as
"ISOMMEC 27701") as an extension of ISO/IEC 27001 and ISO/IEC
27002 for privacy information management, to improve privacy
information protection within the organization. The objects to be
protected are Personally Identifiable Information (hereinafter
referred to as "PII"), while those to be regulated are P11 controllers
and P11 processors.

The ISO/IEC 27701 ‘is composed of the main body and
Annexes, of which the main body is divided into eight sections and

Annexes includeseven parts.

I. Main Body
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Section | introduces the scope of ISO/IEC 27701. ISO/IEC
27701 expands ISO/IEC 27001 and ISO/IEC 27002, which
establishes, implements, maintains and continuously improves the
Privacy Management System (PIMS), and manages privacy across
the organization. It provides guidance on the responsibilities and
obligations  of PII" controllers and PIl processors during the
processing of PII. ISO/IEC 27701 applies to organizations of all
types and sizes, including public and private companies,
government entities, and non-profit organizations, acting as PllI
controllers and PII processors that process Plls in an ISMS.

Sections II, 11l and IV introduce separately the international
standard documents referred to in ISO/EC 27701, terms
definitions and abbreviations used, as well as the drafting structure
of the standard.

Section V.introduces the PIMS provisions stipulated under
ISO/IEC 27001 and the additional provisions on PIMS. The PII
controllers and PII processors shall be regulated and instructed

from the following seven aspects, including: context of the
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organization, leadership, planning, support,  operation,
performance evaluation, and improvement.

Section VI introduces the PIMS provisions in ISO/IEC 27002
and additional provisions on PIMS. The PII controllers and PlI
processors shall be regulated and instructed from the following
fourteen aspects, including: information security policies,
organization of information security, human resource security,
asset management, access control, cryptography, physical and
environmental security, operations security, communications
security, systems acquisition, development and maintenance,
supplier relationships, information security incident management,
information security aspects of business continuity management,
and compliance.

Section VIl introduces the relevant provisions and additional
provisions. on Pl controllers under ISO/IEC 27002. The PII
controllers' rights and obligations shall be further regulated and
instructed from the following four aspects, including: conditions

for collection and processing, obligations to P11 principals, privacy
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by design and privacy by default, PIl sharing, transfer and
disclosure.

Section VIII introduces the relevant provisions and additional
provisions on PIlI processors under ISO/IEC 27002. The PII
processors' rights and obligations shall be further regulated and
instructed from the following four aspects, including: conditions
for collection and processing, obligations to PII principals, privacy
by design and privacy by default, PIl sharing, transfer and

disclosure.

Il. Sections of Annexes

Annex A sets forth the control objectives and controls
required to be taken by the P11 controllers in achieving the PIMS,
including cases where a Pl controller entrusts a PIl processor or is
under joint controf over Pl with another PII controller.

Annex B sets forth the control objectives and control measures
required to be taken by the PII processors in achieving the PIMS,

including cases where subcontractors are engaged to handle the PII.
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Annex C compares and maps ISO/IEC 27701 to GDPR
(articles 5 to 49) to reflect the relevance of compliance with the
ISO/IEC 27701 and fulfilling the obligations required by the GDPR.

Annex D compares and maps ISO/IEC 27701 to ISO/IEC
29100 to indicate ‘the relevance of compliance with the
requirements and control measures under ISO/IEC 27701 and the
basic principle of privacy safeguards as set forth in the ISO/IEC
29100.

Appendix E compares and maps ISO/IEC 27701 with
ISO/IEC 27018 and ISO/IEC 29151 to reflect the consistency of
the requirements and control measures specified in the standard
ISO/IEC 27701 with those specified in the ISO/IEC 27018 and
ISO/IEC 29151.

Annex F lists the terms-used in ISO/IEC 27701 and indicates
alternative terms with the same or similar meaning used in other
jurisdictions.

Annex G introduces the extension of the regulatory scope of

ISO/IEC 27001 and ISO/IEC 27002 by ISO/IEC 27701 and the
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corresponding methods and application examples of the extended
clauses.

From the above analysis and the comparison with the
published international standards, ISO/IEC 27701 provides higher
security management for PII controllers and PI1I processors on the
basis of ISO/IEC 27001 and ISO/IEC 27002, which makes the
privacy information management system more comprehensive and
can be applied for PII protection inorganizations with different
scales and different cultures.

This report compares GB/T 35273 and ISO/IEC 27701, sorts
out the relationship between the two standards and the control
measures from the perspective of the full life cycle of personal
information and the recommended requirements from the
perspective of the internal compliance structure of the enterprise.

This report aims at assisting companies to understand the
bottom line and requirements of organizational security
management, and guiding companies to make a soft landing on

personal information security compliance. This report will not only
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help companies complete data compliance work in mainland China,
but also lay a good foundation for future overseas projects. It will
also help to further implement the specific requirements of various
countries and build a more complete and integrated privacy and

information security protection system.
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l. Overview

On August 6, 2019, the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) officially released the ISO/IEC 27701
Security techniques - Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy
information management - Requirements and guidelines (hereinafter referred to as
“ISO/IEC 277017). As an extension to [SO/IEC 27001 and ISO/IEC 27002, ISO/IEC
27701 aimed at improving the Privacy Information Management System (PIMS) by

providing further guidelines, to processors and controllers implementing PIMS.

Before the release of ISO/IEC 27701, ISO/IEC 27001, as an internationally recognized
information security management system standard, only sets out the basic requirements
for information security management system, while ISO/IEC 27002 provides
implementation guidance for organizations to start, implement, maintain and improve the
information security management measures. Neither ISO/IEC 27001 nor ISO/IEC 27002
distinguish the comprehensive requirements of privacy protection management in
different countries and regions that the two different regulated objects, PII controller and
PII processor have to implement and meet. Therefore, the personal information
management system introduced by ISO/IEC 27701 helps to provide guidance in this area.
ISO/IEC 27701 expands on the foundations of ISO/IEC 27001 and ISO/IEC 27002, to
increase the target objectives from separate information security to information security
+ privacy security. Meanwhile, ISO/IEC 27701 also clearly distinguishes the roles of PII
controller and PII processor to help organizations to better perform compliance

management to protect user privacy and personal-information.

The active role played by European Data Protection Board in the implementation of
ISO/TEC 27701, is speeifically reflected in the comparison between the clauses of
ISOAEC 27701 and GDPR provided in Appendix D of ISO/IEC 27701, which further
shows the similarities and differences between the measures taken by ISO/IEC 27701 and
GDPR compliance requirements: the two are almost similar in an overall aspects and
requirements. It is widely known that ISO/IEC 27701 is currently the closet to the GDPR
compliance guidelines, and is viewed as one of the easier practical solutions for those

familiar with GDPR compliance to implementation.

On December 29, 2017, the National Information Security Standardization Technical
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Committee (SAC/TC 260) issued Information security technology - Personal information
security specification (GB/T 35273 (2017)) in Mainland China for the first time. After
several rounds of seeking comments and revisions to GB/T 35273 (2017), SAC/TC 260
issued the first edition of the Information security technology - Personal information
security specification (2020) (GB/T 35273 (2020)) on March 6, 2020. GB/T 35273 (2020)
serves as the national recommended standard, and is viewed as an important benchmark
and operation guide that companies can rely on for their personal information protection
compliance work before the formal release of the Protection of Personal Information Law

of China.

In general, ISO/IEC 27701 and GB/T 35273 (2020) share similar overall requirements
for personal information processing control measures, although they have separate
unique regulations regarding detailed requirements. ISO/IEC 27701 systematically
discusses how an organization builds a privacy security management system, while GB/T
35273 (2020) provides for the personal information management requirements of the
organization in Chapters 10 and 11. Therefore, this report will carry out analysis from two
dimensions: sort out and compare the provisions of the two standards to extract their key
ideas and provide readers guidelines for both standards; analyze the similarities and
differences between the two standards from the perspective of the construction of the
internal management system of the organization, and point out the contribution of
ISO/IEC 27701 to the construction of internal compliance structure of the company, so as
to provide more comprehensive, complete, and practical operating guidelines for

companies to conduct data compliance work.

With the aim of providing a more comprehensive and practical set of operating guidelines
for companies to conduct data compliance work, this report will:

(1) compare the provisions of the two standards to extract their key ideas/objectives;

(2) highlight the respective control measures required or recommended by both
standards that should be considered;

(3) analyze the similarities and differences between the two standards from the
perspective of the construction of the internal management system of the
organization,

(4) and point out how ISO/IEC 27701 informs the construction of internal compliance
structure of the organization.
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1. Comparative analysis of organizational control measures
1. Scope of application
1.1  Applicable circumstances and subjects

From the perspective of applicable circumstances (regulated activity), both GB/T 35273
(2020) and ISO/IEC 27701 regulate the processing of personal information. However,
from the perspective of applicable subjects (regulated subject), there are differences in
the writing ideas between the two documents, thereby leading to possible slight

differences in the scope of application. Specifically:

GB/T35273 (2020) focuses on regulating data processing activities throughout the life
cycle of personal information. Except for 9.1 ¢) involving certain obligations of the
entrusted person (processor), it mainly regulates the protection principles and security
requirements that data controllers shall follow in all personal information processing
procedures such as collection, storage, use, sharing, transfer, and public disclosure.
According to different purposes and methods of use, GB/T 35273 (2020) applies to data
controllers conducting personal information processing, and also applies to competent
regulatory authorities, third-party evaluation agencies and other organizations that

supervise, manage and evaluate personal information processing.

ISO/IEC 27701 focuses on the role played by the organization during personal
information processing, and defines the scope of application of the standard as PII
controllers and/or PII processors of all types and sizes processing PII (personal
identifiable information) in the Information Security Management System (ISMS),

including public and private companies, government entities and non-profit organizations.
1.2  Applicable geographic scope

From the perspective of the applicable geographic scope, GB/T 35273 (2020), as a

domestic standard, usually has no extraterritorial effect.

In comparison, ISO/IEC 27701 has a broader scope of application. It is an international
standard as a part of [ISO management system (including industry-specific standards
designed to be implemented alone or as a combined management system). It should be
noted that, according to ISO/IEC 27701, the requirements and guidelines for protecting

PII which targeting different countries and regions also need to ensure compliance with
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the local laws and regulations, and to be interpreted locally in combination with local

laws and regulations.
2. Information category

GB/T 35273 (2020) and ISO/IEC 27701 divide the information to be processed into two
categories, namely personal information and special category of information (personal

sensitive information).
2.1 Personal Information

GB/T 35273 (2020) and ISO/IEC 27701 adopt different ways to describe personal
information. The former uses “Personal Information” (hereinafter referred to as “PI”)
while the latter uses “Personally Identifiable Information” (hereinafter referred to as
“PII”). The two definitions are the same in essence, that is, both adopt the methods of

"identification" plus “association”.

Specifically, personal information under GB/T 35273 (2020) is defined as “any
information that is recorded, electronically or otherwise, that can be used alone or
in combination with other information to identify a natural person or reflect the
activity of a natural person”. Therefore, when to determine what personal information

is, two paths are usually considered:

The first 1s “identification”, that is, from information to individuals, to identify a specific
natural person by the particularity of information itself, where personal information shall

be helpful to identify a specific individual,

The second is "association", that is, from individuals to information, by deducing a
specific person if there is a known specific natural person, the information generated by
the speecific. natural person in his/her activities (such as personal location information,

individual call records and browsing records, etc.) is also personal information.

The personally identifiable information?* under ISO/IEC 27701 is defined as "any
information related to the subject of information and that can be used to identify a

specific subject; or any information directly or indirectly related to the subject of

24 ISO/IEC 27701 does not directly define personally identifiable information, but instead quotes the
definitions given in ISO/IEC 27000 and ISO/IEC 29100.
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PII".

It can be seen that both GB/T 35273 (2020) and ISO/IEC 27701 require that the personal
information can be "identified" or "associated" in the definition of personal information,
with no difference in essence.

2.2 sensitive personal information/special categories of personal information

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate that the standards apply to special
categories of PI subjects/PII principals. However, the difference between the two is that
the term used in GB/T 35273 (2020) is “sensitive personal information”, while that in
ISO/IEC 27701 is “special category. of PII”. Although the two standards have a certain
intersection in terms of health information and child-related information, GB/T 35273
(2020) adopts a general definition + specific examples set out its Appendix B, different
from general definition adopted in ISO/IEC 27701. In practice, it is often easier for
companies to know and judge whether the data they control or process is sensitive
personal information through the examples cited. Specifically:

According to the general definition of “sensitive personal information” given in GB/T
35273 (2020), “sensitive personal information refers to the personal information that once
disclosed, provided illegally or abused, may endanger personal and property safety, easily
leading to damage to personal reputation and physical and mental health or discriminatory
treatment”. The actual examples cited in Appendix B are more likely to occur in general

companies, as shown in the following table:

Personal property
information

Bank account, authentication information (password), deposit
information (including amount of money, payment and collection
records, etc), real estate information, credit records, credit information,
transaction and consumption records, flow records, as well as virtual
property information such as virtual currency, virtual transaction, game
redeem codes.

Personal health

information

Records generated from illness treatment, such as disease,
hospitalization records, physician’s order sheet, examination reports,
operation and anesthesia records, nursing records, medication records,
drug and food allergy information, birth information, past medical
history, diagnosis-and treatment, family medical history, current
medicalhistory, infectious disease history.

Personal biometric

Personal gene, fingerprint, voiceprint, palm print, auricle, iris, and

information facial recognition features, etc.
Personal identity | ID card, military officer card, passport, driver’s license, work permit,
information social security card, residence permit, etc.

Other information

Sexual orientation, marriage history, religious beliefs, unpublished
criminal records, communication records and contents, address list,
friends list, group list, whereabouts, web browsing records,
accommodation information, precise positioning information, etc.
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ISO/IEC 27701 adopts the term “special category of PII”. However, since different
countries’ may have different understandings of what is a special category of PII due to
different cultural environments, the international standard ISO/IEC 27701 does not give
a clear definition of “special category of PII”, but instead requires the organization to pay
more attention to and provide a higher level of protection to such information by
reminding some special categories of PII, such -as child information and health
information. And it clearly requires that when implementing the standard, that is, when
constructing the PIMS, the organization shall conform to the localized understanding and
operation according to the requirements of the national data protection law of the
applicable country and the provisions made under the national jurisdiction for the concept.
Therefore, it leaves sufficient autonomy for companies in different countries to practically

carry out operations in accordance with applicable local laws and regulations.
3. Regulated objects
3.1 Personal information controllers

GB/T 35273 (2020) and ISO/IEC 27701 % have similar definitions of personal
information controllers, that is, personal information controllers are defined as
“organizations or individuals that have the ability to determine the purposes and methods

of personal information processing”.

The difference is that ISO/IEC 27701 stipulates that if a natural person uses data for
individual purposes, the natural person does not constitute a PII controller, while GB/T

35273 (2020) does not have a similar exemption.
3.2 Joint-controller
(1)  Definition of joint-controller

GB/T 35273 (2020) does not give a clear definition of “joint-controller”, but instead
directly puts forward requirements for the personal information controller in the scenario,
and makes it clear that the third-party plug-in operator?® and the website operator are

joint-controllers of personal information where the third-party plug-in does not separately

25 ISO/IEC 27701 does not directly define personal information controllers, but instead quotes the definitions
given in ISO/IEC 29100 and ISO/IEC 27000.

26For example, statistical analysis tools, software development kits (SDKs), and map AP interfaces deployed
by website operators on their web pages or Apps.
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obtain the consent of the personal information subject to collect personal information.
ISO/IEC 27701 gives a clear and separate definition of “joint-controller”, that is, “joint-
controllers refer to two or more personal information controllers who can jointly
determine the processing purposes and method”. Therefore, companies meeting the
conditions described in the definition of “joint-controller” shall perform the obligations
and responsibilities of a “joint-controller”. In this context, the clear definition of “joint-
controller” in ISO/IEC 27701 can indirectly help understand the concept of “joint-
controller” in GB/T 35273 (2020).

2 Specific regulatory requirements for joint-controllers

GB/T 35273 (2020) and ISO/IEC 27701 have basically similar requirements for joint-

controllers, that is, both require joint-controllers to:

(c) define the responsibilities and obligations between them by signing a contract or

other forms;

(d) clearly (transparently) inform the data subject of the responsibilities and

obligations that both parties shall bear respectively.

In terms of specific description, GB/T 35273 (2020) requires that “when the personal
information controller and a third party are the personal information joint-controllers (for
example, a contracted merchant on the service platform), it shall jointly determine with
the third party the personal information security requirements to be met, the respective
responsibilities and obligations of the parties for personal information security, and
clearly inform the personal information subject of the same; If it fails to clearly inform
the personal information subject of the identity of the third party, or the respective
responsibilities and obligations of of the parties for personal information security, the
personal-information controller shall be liable for the personal information security

incident caused by the third party.”

ISO/IEC 27701 requires that “the organization shall determine the respective roles and
responsibilities for processing personal information (including personal information
protection and security requirements) with any personal information joint-controller,
determine the roles and responsibilities for processing personal information in a
transparent manner, and meet the requirements of applicable laws and/or regulations;
These roles and responsibilities shall be recorded in a contract or any similar binding

134 / 198



Guidance Report on the Construction of Personal Information Compliance System under Compatible
Domestic and Foreign Standards (2021)

documents?’ containing terms and conditions for processing personal information” (e.g.,
known as data sharing agreements in some jurisdictions).

3.3  Personal information processor

GB/T 35273 (2020) does not define or use the term “personal information processor”. To
understand the provisions that essentially cover the term “personal information processor”
one needs to refer to and combine the specific requirements relating to the “entrusted
processing” in the Article 9.1. ISO/IEC 27701 clearly defines the concept of PII
processor?® as anyone following the instructions of the PII controller to process PII on
behalf of PII controller. Please refer to the analysis‘in section 7.1 hereof for the specific

requirements of the two standards for entrusted processors.

4, Collection of personal information
GBI/T 35273 (2020) ISO/IEC 27701

Legality There are similar requirements

(Articles 5.1 and 5.4) (Article 7.2.2)
Minimum necessity There are similar requirements

(Article 5.2) (Article 7.4.1)

Independent selection of multiple The coarse granularity suggests it shall pay
business functions attention to similar requirements in some
i jurisdictions
(Article 5.3) .

(Article 7.2.3)
Full and transparent otlisclosure of There are similar requirements

requirements (Article 7.3.2)

(Article 5.4)
Authorized consent and exceptions There are.similar requirements
for the collection of personal .
information | (Article 7.2.3)
(Articles 3.6, 3.7, 5.4 and 5.6) '
- +_ L SISE
Personal informlation protection .\ Spread over multiple articles
poliey (Articles 6.2.1.1, 6.15.1.3, 7.3.9 and 7.4.2)

(Article 5.5)

2TAgreements reached between joint-controllers include: (1) the purpose of Pl sharing / relationship between
PII joint-controllers; (2) identity of the organization (PII controller) serving as a part of the PII joint-controller
relationship; (3) type of Pll shared and/or transferred and processed according to the agreement; overview
of processing operations (e.g., transfer and use); (4) description of their respective roles and responsibilities;
(5) responsibilities for implementing PIl protection technologies and organizational security measures; (6)
responsibility determination when PII is disclosed (for example, who and when to notify each other); (7) Pl
retention and/or removal clauses; (8) failure to comply with the responsibility of this agreement; (9) how to
fulfill the obligations for the PII principal; (10) how to provide the PII principal with the information covering
core content of arrangement between joint-controllers; (11) core content of the agreement between joint-
controllers; (12) how the Pll information subject asks for other information that it has the right to receive; (13)
the contact point of the PII principal.

28 ISO/IEC 27701 does not directly define the PIl processor, but instead quotes the provisions of ISO/IEC
29100.
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4.1  Legality requirements

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate that the collection and processing
of personal information must have a legal basis. Although the legal basis required by the
two Standards for the collection of personal information is basically similar in type, the
applicable logic of the legal basis varies. GB/T 35273 (2020) takes obtaining personal
information subject’s consent as the only basis for legal collection of personal information,
while it provides for the public interest and protection of the major rights and interests of
information subjects as exceptions?®. for obtaining consent. While ISO/IEC 27701 takes
obtaining consent, and the protection of public interest and the major rights and interests
of information subjects®’, as equal interest, rather than distinguishing the later interest as

an exception. It is more similar to enumerating the legality requirements under the GDPR.
4.2 Minimum necessity requirements

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate that the collection of personal
information shall meet the requirements of “minimum necessity”. The two Standards give
different expressions, but in essence they require that the personal information collected
shall be associated with a specific purpose, and must be collected in accordance with the

purpose of minimum quantity and necessary collection. Specifically:

According to GB/T 35273 (2020), the type of personal information collected shall be
directly related to the realization of business functions relating to the provisions of
products and / or services. The term “directly related” means that without involvement of

such information, the business functions of providing products and/or services cannot be

23 Exceptions to obtaining consents specified in Personal Information Security Specification include: (1) In
connection with the fulfilment of obligations under laws and regulations by the PI Controller; (2)Directly related to
national security or national defense; (3)Directly related to public security, public health or major public interests;
(4)Directly related to criminal investigations, prosecutions, trials or execution of court 8 decisions; (5) For the
purpose of safeguarding the life, property or other significant legitimate rights and interests of the Pl Subjects or
other individuals, and it is hard to obtain consent from the PI Subjects; (6) The Pl involved is disclosed to the public
by the Pl Subject; (7) essential to the signing and performing of a contract requested by the Pl Subject; (8)The Pl is
collected from legally and publicly disclosed information, such as legal news reports and government information
disclosure; (9)essential to maintaining safe and stable operation of the product or service provided, such as the
discovery and handling of product or service failures; (10) The Pl Controller is a news agency and the collecting and
using of Pl are essential for it to carry out legitimate news reporting; (11) The Pl Controller is an academic research
institution and the collecting and using of Pl are essential for it to carry out statistics or academic research for public
interests, provided that the Pl contained in the results is de-identified when it makes the academic research or the
descriptive results available.

30 The legal basis for processing Pl as stipulated in ISO/IEC 27701 includes: (1) consent of the Pl information
subject; (2) performance of the contract; (3) compliance with legal obligations; (4) protection of the key interests of
the PIl information subject; (5) tasks performed for the public interest; (6) protection of legitimate interests of the
PIl controller
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realized. The automatic collection of personal information shall be of the minimum
frequency necessary to realize the business functions of providing products and/or
services. The personal information indirectly acquired shall be of the minimum amount

necessary to achieve the business functions of providing products and/or services.

According to ISO/IEC 27701, the organization shall limit the collection of PII to the
minimum extent that it is associated, be proportionate and necessary to achieve a specific
purpose, including limiting the amount. of PII to be collected indirectly by the

organization (e.g., via web logs and system logs).
4.3  Independent choice among multiple business functions

Both GB/T 35273 (2020) and ISO/IEC 27701 state that PI subjects should not be forced
to accept multiple business functions. However GB/T 35273 (2020), as a localized
standard in China, has more detailed provisions on this requirement. ISO/IEC 27701 does
not provide detailed regulations, but instead issues a reminder that there may be such

regulations in the jurisdiction involved.

GB/T 35273 (2020) stipulates that, when a product or service is provided by a number of
business functions that require the collection of PI, the PI controller shall not force PI
subjects to accept the business functions provided by the product or service and the

corresponding requests for PI collection. Requirements on the PI controller include:

1) The PI controller shall not, by bundling the business functions of a product or service,
require PI subjects to accept and give consent to bundled requests for PI collection

for the business functions that the PI subjects have not used or applied for;

2) The PI Controller shall obtain the affirmative action by PI subjects, such as proactive
clicking, ticking, and filling-in, as the condition for activating a specific business
function of a product or service. The PI controller shall only initiate the collection of

P1 after the PI subjects have activated the business function;

3) The PI controller shall provide the way or method for PI subjects to close or exit from
a business function as convenient as the one for the PI subjects to opt in for such
business function. After the PI subjects choose to close or exited from a particular
business function, the PI controller shall stop the PI collection for such business

function;
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4) Where a PI subject has refused to authorize the use of, closed or exited from a
particular business function, the PI controller shall not frequently request consents

from the PI subject;

5) Where a PI subject has refused to authorize the use of, closed or exited from a
particular business function, the PI controller shall neither suspend any other business
function for which the PI subject has opted in voluntarily nor reduce the service

quality of any other business function;

6) The PI controller shall not demand a PI subject to authorize the collection of its PI
only for the purposes of improving service quality, improving user experience,

developing new products or enhancing security.

However, ISO/IEC 27701 states by way of examples that some jurisdictions may have
special requirements on the way of obtaining consent, such as binding consent with other
protocols without detailed guidance. Therefore, from a practical perspective, a Chinese
company or organization may adopt a combination of ISO/IEC 27701 and GB/T 35273
(2020) by: determining the specific requirements regarding protecting personal
information of Mainland China and implement them based on GB/T 35273 (2020) while
building a compliance framework for privacy protection on the basis of ISO/IEC 27701.

4.4  Full and transparent disclosure of requirements

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate the time and content of
notification, but the details are not _consistent. In terms of the notification time, GB/T
35273 (2020) has relatively more definitive provisions. In terms of the content, ISO/IEC
27701 has a higher requirement on the specific content of the notification where personal
information has been directly collected, but GB/T 35273 (2020) has a higher requirement

where personal information is indirectly collected. The specifics are as follows:
(1) Time of notification

According to GB/T 35273 (2020), the personal information controller shall clearly notify
the personal information subject when collecting the personal information, for example,
before the start of basic business or before extending the use of business for the first time.
ISO/IEC 27701 makes no strict requirements on the notification time, but instead only

requires the organization to determine the notification time with reference to laws,
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regulations and business practices.
(2)  Content of notification
A. Notification of direct collection

According to GB/T 35273 (2020), the personal information controller shall clearly inform
the personal information subject of the rules for the collection and use of personal
information when collecting the personal information, such as the purposes, methods and
scope of the collection and use of personal information. Specifically, when the product or
service provides multiple business functions for the collection and use of personal
information, the personal information controller should notify the purpose, methods and
scope of collection and use of the personal information to the subject besides the personal
information protection policy at the time of actually collecting specific personal
information, so that the personal information subject can give full consideration to its

specific impact before granting specific authorization and consent.

The personal information subject shall be informed of the purpose, methods, scope,
storage duration and other rules of collection and use of personal biometric information

before collecting personal biometric information.

ISO/IEC 27701 has a higher requirement for the content of the notification. that is, in
addition to notifying the type of collected personal information, and the rules for
collecting and using personal information, it also recommends that the following

information be included in the notification:

6) Legal basis for information processing;
7) Source of the information, if the information is not collected directly from the PII
principal;

8) Whether the PII principal provides PII based on statutory requirements or

contractual requirements, and the consequences of failure to provide PII;
9) Whether there is automatic processing of PII for automatic decision-making;

10)  Updated information that shall be notified to the PII principal by the organization
if the purpose of processing PII is changed or expanded.
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B. Notification of indirect collection

GB/T 35273 (2020) does not stipulate the obligation of the personal information
controller to inform the information subject of indirect collection for personal information,
but instead stipulates that the personal information controller shall require the personal
information provider to explain the information source, and review and confirm the
legitimacy of the personal information source. The personal information provider is also
required to know the scope of authorization and consent that the personal information
provider has obtained from the personal information subject for the information
processing, including the purpose of use and whether the personal information subject
authorizes and agrees to transfer, share and disclose the personal information publicly.
Where the personal-information processing required by the organization to conduct the
business goes beyond the scope of authorization and consent, the explicit consent of the
personal information subject shall be obtained again within a reasonable time after
obtaining the authorization of personal information or before processing personal

information.

In addition, GB/T 35273 (2020) stipulates that when personal information sharing or
transfer is involved, the data sharing party or transferor shall inform the personal
information subject of the purpose of sharing and transferring personal information, the
type of data recipient and the possible consequences. Prior to sharing and transferring
sensitive personal information, it is required to inform the personal information subject
of the type of sensitive personal information involved, the identity of the data recipient

and the data security capability.

ISO/TEC 27701 has relatively simple regulation on indirect collection, only requiring that
the organization inform the PII principal of the source of the information when the

information is not collected directly from the PII principal.
4.5 " Authorized consent and exceptions for the collection of personal information
(1)  Cases where consent is required

As stated in section 4.1 (1) “Requirements for legality of collection”, both GB/T 35273
(2020) and ISO/IEC 27701 take the consent as the legal basis for personal information
collection. The difference is that GB/T 35273 (2020) states that “explicit consent” of the
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personal information subject shall be obtained for personal information collection in some
specific  situations, while GB/T 35273, uses the term “explicit consent” covers a wide
range, including any explicit consent without ambiguity. ISO/IEC 27701 requires consent
to be freely given, specificly regarding the purpose for processing and unambiguous and

explicit. Specifically:

According to GB/T 35273 (2020), the personal information subject shall be informed of
the purpose, methods and scope of collection and use of personal information, and the
“authorization and consent” of the personal information subject shall be obtained at the
time of collecting personal. information. Under certain circumstances, the explicit

consent of the personal information subject is required®., including:

1) The explicit consent of the personal information subject shall be obtained prior to

the collection of sensitive personal information;

2) The explicit consent of the personal information subject shall be obtained prior to

the collection of personal biometric information;

3) The explicit consent of a minor or his/her guardian shall be obtained before the
collection of personal information of a minor over the age 14; for the minor under

the age of 14, the explicit consent of his/her guardian shall be obtained;

4) The explicit consent of the personal information subject shall be obtained again

when using the personal information beyond the above scope of authorization;

5) The explicit consent of the personal information subject shall be obtained when
sharing and transferring sensitive personal information or personal biometric

information;

6) The explicit consent of the personal information subject shall be obtained again if

the purpose of personal information use is changed;

7) The explicit consent of the personal information subject with regard to the
collection and use of its personal information through basic business functions

shall be obtained before enabling the basic business functions and after re-dividing

31 Explicit consent refers to the behavior that the subject of personal information makes specific
authorization for the specific processing of personal information through active written statement or
affirmative action. Affirmative actions include the active statement (electronic or paper form), active check,

active click of "agree", "register", "send", "call", active filling or provision by the personal information subject.
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the basic business functions;

8) Enable the personal information subject to give consent to extended business

functions option by option before its first use of extended business; and

9) The explicit consent of the personal information subject shall be obtained in
advance when it is necessary to disclose personal information publicly with legal

authorization or reasonable reasons.

ISO/IEC 27701 takes consent as one of the legal basis for PII collection, and also suggests
that the consent of the PII principal shall be obtained under certain circumstances. These

specific cases include:

1) The organization may not use any contracted PII for marketing or advertising
purposes without the prior consent of the subject of the PII information. The
organization shall not take granting such consent as a condition for receiving

services.

2) Where the change or extension of the PII processing purpose may require updating
and/or revising the legal basis, it may require additional consent from the PII

principal.
2 Recording of the process of obtaining consent

GB/T 35273 (2020) does not require the organization to establish and implement
procedures for recording the process of obtaining consent, but ISO/IEC 27701 gives
detailed regulations. Specifically:

ISO/IEC 27701 attaches great importance to the "recording" of the granting of consent,

and makes the following provisions:

1) The organization shall clearly record when consent is required and the

requirements for obtaining the consent.

2) The organization shall identify and record each procedure, based on which the
organization may demonstrate whether, when and how to obtain the consent from

the PII principal to the PII processing.

3) The organization shall obtain and record the consent of the PII principal in

142 / 198



Guidance Report on the Construction of Personal Information Compliance System under Compatible
Domestic and Foreign Standards (2021)

accordance with documented procedures.
3) Special regulations for collecting personal information of minors

GB/T 35273 (2020) has special regulations for the personal information collection of
minors, while ISO/IEC 27701 only states that additional regulations may be required
when special subjects such as children are involved, with no special clauses on

information collection of minors. Specifically:

GB/T 35273 (2020) requires that the explicit consent of a minor or his/her guardian shall
be obtained before the collection of personal information of a minor over the age of 14;

for the minor under the age of 14, the explicit consent of his/her guardian shall be obtained.

ISO/IEC 27701 issues a general reminder that some jurisdictions have specific
requirements on how to collect and solicit consent (for example, no binding with other
agreements is allowed). In addition, additional regulations need to be observed when
collecting certain types of data (such as those for scientific research) or data of certain PII

principals (such as children).
(4)  Withdrawal of consent

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate that information subjects shall be
informed on how to withdraw the consent. ISO/IEC 27701 gives more specific
requirements on consent withdrawal notification, consent withdrawal mechanism and the

consequences of consent withdrawal. Specifically:

) Notification of consent withdrawal

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate that PI/PII controllers shall
provide PI subjects/PII principals with methods to withdraw the consent, but ISO/IEC
27701 emphasizes that the organization must notify PII principals of the right to
withdraw consent and the methods to exercise their right (see below), so that they

have the right to withdraw consent at any time.
. Ways to withdraw consent

GB/T 35273 (2020) does not describe in detail how to withdraw the consent, but instead
only stipulates that personal information controllers shall provide personal information

subjects with a convenient way to withdraw their authorization and consent, while
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ISO/IEC 27701 requires that the way to exercise the right of consent withdrawal shall
be consistent with that of obtaining consent. For example, the consent that has been
obtained through e-mail or a website may be withdrawn in the same way, but not by
telephone or fax. ISO/IEC 27701 also requires the organization to record the user’s

request for withdrawal of consent in the same way as the user’s consent is recorded.
J Consequences of consent withdrawal

According to GB/T 35273 (2020), the personal information controller shall not process
the related personal information after consent is withdrawn. Withdrawal of the
authorization and consent will not affect the previous processing of personal information
based on the authorization and consent. ISO/IEC 27701 has similar provisions in this
regard, but it additionally requires that the results obtained from the processing of PII
before the withdrawal of consent shall not be further used in the processing. For
example, if a PII principal withdraws consent to a user’s profiling, the profiling shall no

longer be used or viewed.

For PII shared with third parties, ISO/IEC 27701 stipulates that the organization shall
implement certain policies, procedures and/or mechanisms to inform the third party of
the withdrawal of consent by the PII principal. The specific measures shall be decided by

the organizations themselves, giving them greater autonomy.
(5)  Exceptions to authorization and consent

As stated in section 4.1, the two standards are different in applicable logic of the legal
basis for personal information collection, but the types of legal basis are basically similar,

specifically:

GB/T 35273 (2020) ISO/IEC 27701

(Article 5.6) (Article 7.2.2)

In connection with the fulfilment of obligations under Fulfill the legal obligations
laws and regulations by the PI Controller;

Directly related to national security or national Perform the work related to the benefits

defense;
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Directly related to public security, public health or

major public interests;

Directly related to criminal investigations,

prosecutions, trials or execution of court 8 decisions;

For the purpose of safeguarding the life, property or
other significant legitimate rights and-.interests of the
PI Subjects or other individuals, and it is hard.to

obtain consent from the Pl Subjects;

The Plinvolved is disclosed to the public by the PI
Subject;

essential to-the signing and performing of a contract

requested by the Pl Subject;

No requirement given

The Pl is collected from legally and publicly disclosed
information, such as legal news reports and

government information disclosure;

essential to maintaining safe and stable operation of
the product or service provided, such as the discovery

and handling of product or service failures;

The PI Controller is a news agency-and the callecting
and using of Pl are essential-for it to.carry-out

legitimate news reporting;

The PI Controller is an academic research institution
and the collecting and using of P are essential for it
to carry out statistics or academic research for public
interests, provided that the Pl contained in the results
is de-identified when it makes the academic research

or the descriptive results available.

Perform the work related to the benefits

Perform the work related to the benefits

Safeguard the major interests of PII

principals

No requirement

Perform the contract

Legitimate interests of the PII controller

No requirement

Perform the contract

No requirement

Perform the work related to the benefits

Both Standards stipulate the legal basis for fulfilling legal obligations, protecting the
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public interests, safeguarding the major interests of PI subjects/PII principals, and the
nature of performing the contract. However, GB/T 35273 (2020) provides for exceptions
where the PI subject discloses information on its own; protect the lives and property
interests of others; or the PI controller is a news agency or an academic research
institution. While ISO/IEC 27701 states that the legitimate interests of the PII controller
can also be taken as the legal basis for data processing. It shall be noted that ISO/IEC
27701 must be adopted in combination with local data protection requirements in practice,
and where there is any mismatch between them, the local data protection laws shall
prevail. For example, GB/T 35273 (2020) of China does not stipulate that the legitimate
interests of PI controllers setve as the basis for processing, so the company shall not take
the legitimate interests of PI controllers as the legal basis when it provides personal

information protection in China.
4.6  Requirements of personal information protection policies

Both GB/T 35273 (2020) and ISO/IEC 27701 state that the organization shall provide
personal information protection policies, and make clear and detailed guidelines on the
formulation, content requirements®? and implementation rules®® of personal information
protection policies, but the two documents are different in policy content and policy

implementation.

From the perspective of content, GB/T 35273 (2020) adopts the term "personal
information protection policies", focusing on the protection of the full life cycle of
personal information; while ISO/IEC 27701 adopts the broader term "information
security policies", covering the protection policies for personal information disclosed

to the public and construction of the organization's internal information

32According to GB/T 35273 (2020), personal information protection policies shall include but are not limited
to: 1) Basic information about the Pl Controller, including the identity and contact information; 2)Business
functions that collect and use PI, and the types of Pl each of the business functions collects. Where sensitive
Plis involved, relevant content shall be explicitly marked or highlighted; 3) The collection method and storage
time of PI, whether cross-border data transfer is involved, and other Pl processing rules; 4) Purposes of the
sharing, transfer and public disclosure of PI, the types of Pl involved, the types of third parties receiving the
Pl, and respective security and legal responsibilities; 5) Rights of Pl Subjects and implementation
mechanisms, such as methods to access, rectify or delete their PI, to de-register, withdraw consent, obtain
a copy of their Pl, and to lodge a complaint about the automated decisions by information systems; 6)
Security risks after consenting to Pl collection, and possible impacts of not consenting to ant Pl collection;
7) The basic principles of Pl security followed, the data security capabilities in place, and the Pl security
protection measures adopted; compliance certificates related to data security and Pl protection may be
disclosed when necessary; 8) Channels and mechanisms for handling the inquiries and complaints of PI
Subjects, and external dispute settlement agencies and their contact information.

33 See the table in Appendix C of GB/T 35273 (2020).
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management and protection system, that is, it has a more comprehensive content,
providing the organization with an information security protection system that balances

the internal and external considerations.

In terms of the form, GB/T 35273 (2020) requires that the personal information protection
policies shall be clear and easy to understand, and they shall be made public and easily
accessible, and shall be delivered to the personal information subjects one by one, and the
information subjects shall be informed when updating the policies. ISO/IEC 27701
requires the retention of a copy of the privacy policies and related procedures. When

a file is updated, a copy of the previous version shall be kept.
5. Retention of personal information

Both GB/T 35273 (2020) and ISO/IEC 27701 provide for the storage time and de-
identification of personal information, but there are different requirements: ISO/IEC
27701 has a higher requirement for the storage time, while GB/T 35273 (2020) has a
higher requirement for de-identification. In addition, ISO/IEC 27701 has additional

restrictions on storage media.

GB/T 35273 (2020) ISO/IEC 27701

Minimization of storage time of personal There are requirements but the granularity is finer
information )
(Article 7.4.7)
(Article 6.1)
Requirements for storage media There are requirements
No requirement given | (Article 6.5.3.1)
De-identification after collection There are similar requirements
(Article 6.2) (Article 7.4.5)
Transmission and storage of sensitive personal It requires classification of special types of PII, and it is
information suggested to pay attention to special provisions on use of
] special types of PIl in certain jurisdictions
(Article 6.3)
(Articles 6.5.2, 7.4.9 and 6.10.2)
Three requirements for personal information It provides suggestions on the selection of techniques to
controllers to stop operations delete PII only
(Article 6.4) (Articles 7.4.5 and 7.4.8)
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5.1  Minimization of storage duration

For the storage of personal information, GB/T 35273 (2020) requires that the personal
information storage time shall be the minimum duration required to achieve the

purpose of authorized use of the personal information subject.

Compared to GB/T 35273 (2020), ISO/IEC 27701 additienally stipulates that the
organization shall establish and maintain a timetable for information storage, which
shall take into account legal, regulatory and commercial requirements. In case of a
conflict among those requirements, it is necessary (based on risk assessment) to
make a business decision and record it in an appropriate timetable. The organization
shall stipulate and record goals of data minimization and the way to achieve such goals,
including mechanisms taken (e.g., de-identification). ISO/IEC 27701 emphasis on
"recording" and "risk-based assessment" is set out in different clauses, and it has more

detailed guidelines for some highly abstract mechanisms.
5.2  Requirements for storage media

GB/T 35273 (2020) does not set the requirements over storage media, but instead
specifies in detail that the organization shall back up any use of removable media
and/or devices used to store PI. Unless it is unavoidable, the organization shall not use
removable physical media and/or devices with no encryption of PI. When to use
unencrypted physical media and/or devices, the organization shall take certain procedures
and control measures (e.g., tamper-proof packaging) to reduce the risk of PI disclosure.
ISO/IEC 27701 does not impose strict restrictions on the specific processes and control
measures to be taken, granting the organization a certain degree of freedom to make

reasonable design.
5.3 " De-identification

GB/T 35273 (2020) suggests that the personal information controllers should
immediately de-identify the personal information after collecting the information, and
take technical and management measures to store the de-identification information
separately from the information that can be used to recover and identify individuals,

and strengthen the authority management of access and use.

The above-mentioned clause of GB/T 35273 (2020) is only a suggestion (the word
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“suggest” is used in the text), while ISO/IEC 27701 does not propose a recommendation
for de-identification after the collection, but only requires that PII shall be de-identified

or deleted after PII is processed.
5.4  Transmission and storage of sensitive personal information

Both GB/T 35273 (2020) and ISO/IEC 27701 mention the special requirements for
sensitive personal information. The difference 1s that GB/T 35273 (2020) has definite
requirements for the transmission and storage of sensitive personal information, while
ISO/IEC 27701 requires that special types of PII shall be classified separately, and calls
for attention to special provisions on the use and classification of sensitive personal

information in different countries. Specifically:

GB/T 35273 (2020) requires the controller to take security measures such as encryption
when transmitting and storing sensitive personal information, to store personal biometric
information separately from personal identity information, and to take technical measures
to ensure information security when to store personal biometric information, such as
storing only summary information, directly using personal biometric information in the
acquisition terminal to achieve identity recognition, authentication and other functions,
and deleting original images from which personal biometric information is extracted after
identity recognition, authentication and other functions are achieved by means of facial

recognition features, fingerprints, palm prints, or iris.

ISO/IEC 27701 requires that organizations note the possible differences in the definition
of special types of PII in different counties, and requires that the organization also note
that these types of PII shall be classified separately. It also calls for attention to the special

provisions on such PII in different countries.
5.5  Discontinuance of operation by PI Controllers

GB/T 35273 (2020) specifies how personal information controllers should handle
information after they stop operations, while ISO/IEC 27701 does not mention such a

point.

Specifically, GB/T 35273 (2020) requires that when the organization discontinues
operating its products or services, it shall stop collecting personal information in a timely

manner, send a notice of operation discontinuation to the subjects individually or notify
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them in the form of an announcement, and delete or anonymize the personal information

held.
6. Use of personal information

For the use of personal information, the provisions of GB/T 35273 (2020) and ISO/IEC
27701 are quite different in content. While GB/T 35273 (2020) and ISO/IEC 27701 both
have provisions for access control, display restriction and use purpose restriction, user
profiling use restriction, automatic decision-making and rights enjoyed by personal
information subjects, GB/T 35273 (2020) also makes detailed provisions for the use of

personalized display and the aggregation and integration of personal information

collected for different businesses. Due to the limited space of this report, to avoid
redundancy, please refer to Articles 7.5 and 7.6 of GB/T 35273 (2020) and Schedule A of
this report for special provisions of GB/T 35273 (2020). The following is the
comparative analysis of the parts specified in both GB/T 35273 (2020) and ISO/IEC
27701.

GBI/T 35273 (2020) ISO/IEC 27701
Access control measures of personal information There are requirements with greater details
(Article 7.1) (Article 6.6)
Restrictions on the display of personal information There are similar requirements
(Article 7.2) (Article 6.8.2.9)
Restrictions on the purpose of use of personal There“are requirements but the granularity is finer
information ' )
(Articles 7.2.1, 7.2.2 and 8.2.3)
(Article 7.3) |
f W | W
Restrictions on the use of user profiling There are requirements, but the granularity is coarser
(Article 7.4) (Articles 7.2.2, 7.3.10)
Use of personalized display There is no direct corresponding provisions, but
" depending on the specific situation, personalized display
(Article 7.5) may involve automated decision making - Article 7.3.10
Fusionof PI collected for different business There is no direct counterpart, but Articles 7.2.2 and
purposes 7.2.5 can be referred to according to the content
(Article 7.6)
Use of automatic decision-making mechanism of There are similar requirements
information systems .
(Articles 7.3.10 and 7.2.5)

(Article 7.7)
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6.1  Control measures for access to personal information

For personal information access control measures, from the perspective of personnel
control, GB/T 35273 (2020) regulates the minimum authorization of access, separation
of operators, administrators and auditors, important  operations (such as batch
modification, copy, download), over-privileged operation and sensitive personal
information operation as requirements when developing approval processes, that is, the
control of access to the system by personnel of companies and personnel responsible for

such personal information.

However, ISO/IEC 27701 makes more detailed provisions from the two dimensions of
access to the system and personnel control, thereby providing further and practical
guidelines for the development of internal access control measures for companies and

organizations. Specifically:

On the one hand, ISO/IEC 27701 requires authorized personnel to use specialized
network or network services, such as VPN, when they access the system, and requires the
organization to monitor the specialized network, while reminding that links to
unauthorized and insecure network services may affect the entire organization. Specific
control measures are adopted for sensitive or business-critical connections or connections

to user networks in high-risk locations.

On the other hand, ISO/IEC 27701 also provides for the control of visitors. However, this
section is similar to the content regulated in GB/T 35273 (2020), and they all provide for
the authorization rating and approval process of visitors. ISO/IEC 27701 additionally
requires regular audits of authorizations or reviews of any changes to ensure that all the
personnel access according to - their respective authorization, and requires authorized

personnel to delete their access rights when leaving their posts.
6.2  Restrictions on the display of personal information

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions for the restrictions on the
display of personal information, but they are different in restriction strategies. GB/T
35273 (2020) starts with the content of personal information displayed, and requires that
the de-identification measures should be adopted to the personal information displayed

via the interfaces (such as display screen, paper) to reduce the disclosure risk in display.
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While ISO/IEC 27701 makes provisions from the perspective of external physical
protection of the equipment carrying personal information, requiring the removal of paper
on the desktop and locking of sensitive or critical business information (in safe box or
safes or other forms of security equipment in ideal conditions), so as to come up with new

ideas for the organization to improve display restrictions.
6.3  Restrictions on the purpose of personal information use

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions for the restrictions on the
purpose of PI/PII use; requiring that the PI/PII shall not be used beyond the reasonable,
relevant and minimum necessary scope, and for any change to the processing purpose,

the consent of the PL subject/PII principal shall be obtained separately.
6.4 Restrictions on the use of user profiling

Both GB/T 35273 (2020) and ISO/IEC 27701 mention the restrictions on the use of user
profiling, but ISO/IEC 27701, which focuses on the overall organization and management,
leaves room for the local laws and regulations that the organization is subject to in a larger
sense. [t only states that if the PII principal withdraws his/her consent to the user profiling,
the profiling of the subject shall not be used or viewed. However, GB/T 35273 (2020) not
only restricts the content of the profiling itself, but also regulates the use of the profiling.

Specifically:

In terms of profiling content, GB/T 35273 (2020) stipulates that the description of the
personal information subject in the user profiling shall not contain obscenity, pornography,
gambling, superstition, terrorism, violence, or other points expressing discrimination on

ethnicity, race, religion, disability or disease discrimination, etc.;

In terms of the use of uset profiling, GB/T 35273 (2020) requires that the legitimate rights
and interests of citizens, legal persons and other organizations shall not be infringed upon,
nor endangering the national security. When using the personal information, unless it is
necessary to achieve the purpose of authorization and consent of the personal information
subject, the clear directionality to personal identity shall be eliminated to avoid accurate

targeting to the specific individuals.

6.5  Use of automatic decision-making mechanism of information systems
For automatic decision-making of information systems, both GB/T 35273 (2020) and
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ISO/IEC 27701 require organizations to conduct personal information security impact
assessments / privacy impact assessments when using the automatic decision-making
mechanism of information systems. GB/T 35273 (2020) limits the regulation to the
automatic decision-making mechanism that has a significant impact on the rights
and interests of information subjects, while ISO/IEC 27701 limits the requirements
only to the organization that processes PII by the automatic decision-making method.
ISO/IEC 27701 separately suggests that the organization may be subject to special
provisions in some jurisdictions, including the provisions that the existence of
automatic decision-making shall be informed, the PII principal shall be allowed to
reject the automated decisions or some types of PII shall not be fully automated.
Such organization should comply with these local special obligations established by

the relevant jurisdiction.

7. Entrusted processing, sharing, transfer, public disclosure and cross-border
transfer of personal information

Both GB/T 35273 (2020) and ISO/IEC 27701 have regulations on entrusted processing,

sharing, transfer, public disclosure and cross-border transmission of personal information.

ISO/IEC 27701 has higher and more detailed requirements on entrusted processing and
cross-border transfer of personal information, while GB/T 35273 (2020) has higher

requirements on sharing, transfer and public disclosure.

GB/T 35273 (2020)* ISO/IEC 27701
Entrusted processing There are requirements
(Article 9.1) (Articles 6.12, 7.2.6, 7.2.8 and 8)
Sharing and transfer ’ There are similar requirements
!
(Articles 9.2 and 9.3) | (Articles 7.2.1-7.25,7.3.2,7.3.3,7.3.7,745,7438,
7.5.3,75.4)
Public disclosure There are requirements
(Article 9:4) (Articles 7.2.2,7.2.3,7.2.4,7.25,7.3.1,7.3.2, 7.3.3 and

7.5.4; in addition, article 9.4(e) in GB/T 35273(2020) has
no corresponding provision as it involves responsibility)

Third party access management There are requirements, but the granularity is coarser
(Article 9.7) (Articles 6.12 and 7.2.6)
Cross-border transfer There are requirements, and the granularity is finer
(Article 9.8) (Articles 7.5.1, 7.5.2)

34 Since Articles 9.5 and 9.6 have been discussed in sections 4.1 and 3.2 above respectively, no repeated
description is made here.
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7.1  Entrusted processing

For entrusted processing, both GB/T 35273 (2020) and ISO/IEC 27701 have provisions
on authorization of PI subject/PII principals, supervision modes of entrusted processing
and assignment of powers and responsibilities, respective obligations of the personal
information controller and the entrusted party (PII processor). It shall be noted that as
GB/T 35273 (2020) does not provide special terms and definitions for "personal
information processor" or "subcontractor", it is required to understand the provisions
covering "personal information processor" or "subcontractor” by reference to the specific
requirements related to entrusted processing. The two standards have similar
requirements for supervision mode of entrusted processing and distribution of rights and
responsibilities, but the provisions of ISO/IEC 27701 on the authorization of personal
information subject and the respective obligations of the personal information controller
and the entrusted party (PII processor) are more detailed and comprehensive, which
provides guidance for the organization to improve compliance. The specific provisions

for each document on the entrusted process is as follows:
1) Requirements for authorization of the PI subject/PII principal

GB/T 35273 (2020) does not require the personal information controller to request the
written authorization of the personal information subject for entrustment, but only
requires the personal information controller to entrust within the scope of authorization,
obtain consent of the personal information subject, and evaluate personal information

security impact of the entrustment.

According to ISO/IEC 27701, in two cases, the entrusted processing made by the
organization requires the written authorization of the user: 1) if the organization
subcontracts the processing task of PII, in part or in whole, to another organization,
disclosure to the user and written authorization from the user are required prior to PII
processing by the subcontractor, by making an agreement with appropriate authorization
clauses or signing a specific “one-off”” authorization agreement between the PII processor
and the user. 2) In case of any change to the organization that is entrusted to process PII,
in part or in whole, the written authorization of the user for the change shall be obtained
before the new subcontractor starts PII processing. Such a case can be handled by making

an agreement with appropriate authorization clauses or signing a specific “one-off”
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authorization agreement between the PII processor and the user.

(2 Obligations of personal information controller in an entrusted processing

relationship

GB/T 35273 (2020) and ISO/IEC 27701 have basically the same requirements for the
controller, that is, the controller shall enter into a contract with the entrusted party (PII
processor), where the responsibilities and obligations of the entrusted party (PII processor)
shall be defined®®; before the entrustment, a personal information security impact
assessment/privacy impact assessment shall be conducted, with a record of the entrusted

processing.

However, where GB/T 35273 (2020) further requires auditing the entrusted party
according to the same clause and the personal information controller is informed of or
discovers that the entrusted party fails to process personal information in accordance with
the requirements of the entrustment, or fails to effectively fulfill the responsibility for the
personal information protection, the controller has the obligation to ask the entrusted party
to stop relevant processing activities, and take or require the entrusted party to take
effective remedial measures (such as changing passwords, revoking privileges,
disconnecting network) to control or eliminate the security risks to personal information.
If necessary, the personal information controller shall terminate the business relationship
with the entrusted party and require the entrusted party to delete the personal information
obtained from the controller in time. ISO/IEC 27701 specifies the information security
policies with suppliers (although not directly name PII processors or entrusted processors)
in the section "supplier relationship", including the agreement on appropriate audit of
suppliers and control measures, resolution of defects and conflicts, and other information
security strategies, which provides more comprehensive and macro guidance to the
organization. While ISO/IEC 27701 does not specify the circumstances where
certification, audit or conclusion of general contract terms is needed, it can provide

guidance for third-party certification when implementing GB/T 35273 (2020).
3) Obligations of entrusted party in entrusted processing relationship

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions on the obligations of the

35ISO/IEC 27701 requires the organization to enter into a written contract with any of its subcontractors and
ensure that its contract with the subcontractor covers all appropriate control measures described in Appendix
B of ISO/IEC 27701.
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trusted party. GB/T 35273 (2020) stipulates the obligations of the entrusted party in
Article 9.1, while ISO/IEC 27701 specifies the obligations of the PII processor in
Appendix B comprehensively. Specifically:

GB/T 35273 (2020) ISO/IEC 27701

Specify the responsibilities and obligations of the Contract reguirements between PII controller and
trustee through contracts or otherwise processor
(Article 9.1 d)1)) ; (Articles 6.12.1.2, 8.2.1)
Not store relevant Pl anymore upon termination_ | Elimination of temporary files
of the entrustment | .
(Article 8.4.1)
(Article 9.1 ¢)5))
Not store relevant Pl anymore upon termination Return, transmission and elimination of PII after
of the.entrustment processing
(Article 9.1 ¢)5)) (Article 8.4.2)
Assist the P controller to respond to requests Protection of PII principal rights
made by Pl subjects .
(Article 8.3)
(Article 9.1 ¢)3))
No performance capability claimed Processing under advertising and marketing
(Article 8.2.3)
Purpose restriction of Pl processor
(Article 8.2.2)
Notification of infringement of PII controller’s handling
instructions
(Article 8.2.4)
Notification of compliance measures
(Article 8.2.5)
Requirements for PII transmission
! (Article 8.4.3)
P1l sharing among different jurisdictions
(Articles 8.5.1 and 8.5.2)
Record, notification and prohibition of PII disclosure
(Articles 8.5.3, 8.5.4 and 8.5.5)
Notifications and requirements for handling PII with
subcontractors
(Articles 8.5.6, 8.5.7 and 8.5.8)
Feedback on handling violations of requirements, No similar requirement

authorization on re-entrustment, failure to
provide adequate security protection or feedback
on security incidents

(Article 9.1 ¢))
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On the whole, GB/T 35273 (2020) and ISO/IEC 27701 are compatible with the
provisions on the obligations of the entrusted party, but it can be seen that ISO/IEC 27701
has more comprehensive and detailed provisions and provides a systemic guarantee for
the controller to better supervise and control the processing by the entrusted party, thus
protecting the security of the processed information. Due to the limited space of this report,
appendices of ISO/IEC 27701 can be further consulted through the full translation of
ISO/IEC 27701 in Appendix B hereof.

7.2  Sharing and transfer

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions on the sharing and transfer
of personal information, and require personal information security impact
assessment/privacy impact assessments® during sharing and transfer, with a record
thereof. The difference is that GB/T 35273 (2020) distinguishes in detail the sharing and
transfer due to acquisition, merger, reorganization, and bankruptcy from those not due to
acquisition, merger, reorganization, or bankruptcy. While ISO/IEC 27701, more about
providing guidance, focuses on the general direction of data processing, instead of
carrying out in-depth study of acquisition, merger, reorganization, and bankruptcy.
Specifically, we can learn from the guiding significance of ISO/IEC 27701, and
implement the compliance work in accordance with GB/T 35273 (2020).

In case of acquisition, merger, reorganization, bankruptcy or other changes, GB/T 35273
(2020) requires the personal information controller to inform the information subject of
the case; the changed personal information controller shall continue to perform the
responsibilities and obligations of the original personal information controller, and the
explicit consent of the information subject. shall be obtained again if the purpose of
personal information use is changed; and where there is no subcontractor after bankruptcy,

the data shall be deleted.

For the information sharing and transfer not caused by acquisition, merger, reorganization,

bankruptcy or other changes, the personal information controller is required to:

1) Conduct personal information security impact assessment in advance, and take
effective measures to protect the personal information subject according to the

assessment results;

36As the transfer itself is a case of changing the processing subject of PII, the privacy impact assessment
shall be conducted according to the requirements. Although ISO/IEC 27701 does not explicitly state that, it
guides the controller to evaluate according to the transfer nature.
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2)

3)

4)

5)

6)

7)

8)

Domestic and Foreign Standards (2021)

Inform the personal information subject of the purpose of sharing and transferring
personal information, the type of data recipient, and obtain the authorization and
consent of the personal information subject in advance (except for sharing and
transferring the personal information de-identified, and ensuring that the data

recipient cannot re-identify or associate the personal information subject);

Prior to sharing and transferring sensitive personal information, inform the
personal information subject of the type of sensitive personal information
involved, the identity and the data security capability of the data recipient besides
the contents disclosed in 2), and obtain the explicit consent of the personal

information subject in advance;

Defining the responsibilities and obligations of the data recipient by contracts or

other means;

Accurately record and store the sharing and transfer of personal information,
including the date, size, purpose of sharing and transfer, as well as the basic

information of the data recipient;

Upon finding that the data recipient violates the laws and regulations or agreement
reached by both parties in processing personal information, the personal
information controller shall immediately require the data recipient to cease the
relevant activity and take or require the data recipient to take effective remedial
measures (such as changing passwords, revoking privileges, disconnecting
network) to control or eliminate the security risks to personal information; if
necessary, the personal information controller shall terminate the business
relationship with the data recipient and require the data recipient to delete the

personal information obtained from the personal information controller in time;

In case of damage to the legitimate rights and interests of the personal information
subject due to the security incident as a result of sharing and transferring personal
information, the personal information controller shall bear the corresponding

responsibility;

Help the personal information subject learn about the storage and use of personal

information by the data recipient, as well as the rights of the personal information
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subject, such as the rights to access, rectification, deletion and de-registration of

the account, etc.;

9) Personal biometric information shall not be shared or transferred in principle. If
sharing or transferring is really required for business needs, the personal
information subject shall be separately informed of the purpose, the type of
personal biometric information involved, the specific identity and data security
capability of the data recipient, and obtain the explicit consent of the personal

information subject.

ISO/IEC 27701 provides more detailed guidance on what to record, and requires the
organization to make a record when transmitting PII to or receiving PII from third parties,
to ensure that cooperation with third parties can support the requests raised by the

PII principal in the future. The specific requirements of records include:

The PII controller shall record the following two types of transfers: (1) PII transferred
from third parties shall be recorded when PII has been modified as a result of PII
controllers’ managing their obligations; or (2) the transfers to third parties to implement
legitimate requests from PII principles, including the requests to erase PII (for example,
after the withdrawal of consent by the personal information subject, the controller
requests the third party to delete the personal information and the third party transfers the

information to the controller).

The organization shall have a policy on the duration of such records. The organization
shall only record the strictly needed information of such transfers in compliance with the
minimization principle. The organization shall also develop and implement policies,
procedures, and/or mechanisms. to- inform third parties when the shared PII has any

changes, consent is withdrawal or handling rejection to the shared PII.
7.3 Public disclosure

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions on public disclosure of
PI/PII. "GB/T 35273" (2020) states that personal information shall not be publicly
disclosed in principle, while making corresponding procedural restrictions on public
disclosure, it also prohibits the public disclosure of specific information. However,

ISO/IEC 27701 only emphasizes that the PII controller has the obligation of recording.
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Similar to the above section on sharing and transfer, there are great differences in the

guideline logic between the two standards, specifically:

GB/T 35273 (2020) strictly prohibits public disclosure of personal biometric
information, the analysis results of race, nationality, political opinions and religious
beliefs and other personal sensitive data of Chinese citizens. Public disclosure of other
information is prohibited in principle according to GB/T 35273 (2020). If it is authorized
by law or there is a reasonable reason for public disclosure, the information

controller shall pay full attention to the risks and meet the following requirements:

1) Conduct personal information security impact assessment in advance, and take
effective measures to protect the personal information subject according to the

assessment results;

2) Inform the personal information subject of the purpose and type of public
disclosure of personal information, and obtain the explicit consent of the personal

information subject in advance;

3) Prior to public disclosure of sensitive personal information, inform the personal
information subject of the contents of sensitive personal information involved,

besides the contents disclosed in 2);

4) Accurately record and store the public disclosure of personal information,

including the date, size, purpose and scope of the public disclosure;

5) Assume the corresponding responsibility for any damage to the legitimate rights
and interests of the personal information subject caused by the public disclosure

of personal information.

For the public disclosure of PII, ISO/IEC 27701 still only emphasizes the organization's
obligation of recording, that is, the organization needs to record the disclosure of PII to
third parties, including the disclosed PII and the type thereof, as well as object and time
of disclosure. According to ISO/IEC 27701, the organization is allowed to disclose PII
during normal operations, provided that the disclosure is recorded. Any additional
disclosure to third parties, such as disclosure for legitimate investigations or external
audits, shall be recorded, including the source of the disclosure and the source of the right

to disclose.
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Domestic and Foreign Standards (2021)

Third party access management

For the third party access management, GB/T 35273 (2020) states that when the personal

information controller includes a third-party product or service with the function of

collecting personal information in its product or service, and the two are not in an

entrusted processing relationship or not joint-controllers- of personal information, the

personal information controller shall:

1)

2)

3)

4)

5)

6)

7)

8)

Establish the third party product or service access management mechanism and
work-flow, and if necessary, establish a security evaluation and other mechanisms

to set access conditions;

Define the security responsibilities for both parties and the personal information
security measures that shall be implemented in cooperation with the third party

product or service provider by contracts or other means;

Mark the product or service that provided by a third party for the personal

information subject;

Properly keep the contracts and management records regarding the third party
access to the platform and ensure that they are available for reference by relevant

parties;

Require the third party to obtain the authorization and consent to collect personal
information from the personal information-subject in accordance with the
requirements of GB/T 35273 (2020), and if necessary, verify the means of

realization thereof;

Require the third party product or service to establish a mechanism to respond to
personal “information subject requests and complaints, so that the personal

information subject to query and use;

Supervise the third party product or service provider to strengthen personal
information security management; if the third party product or service is found
not to fulfill the security management requirements or responsibilities, promptly

urge to make corrections or discontinue access if necessary;

If the product or service is embedded with or connected to the third party
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automated tools (such as code, script, interface, algorithm model, SDK, applet),

the following measures should be taken:

a)  Carry out technical testing to ensure that the collection and use of personal

information meet the agreed requirements;

b)  Audit the act of automation tools that are embedded or accessed by third
party to collect personal information, and cut off the connection in time if it

exceeds the agreed act.

Unlike GB/T 35273 (2020) that excludes situations involving entrusted processing and
personal information joint-controllers from the normative situation of third-party access
management ISO/IEC 27701 is more encompassing in focusing on the organizations
supply chain and more general in terms of the organization’s duty to manage, supervise

and review the relationship with suppliers.

ISO/IEC 27701 first starts from the relationship between suppliers and proposes to
manage supplier service delivery while ensuring information security in supplier
relationship. Specifically, in terms of information security, the organization shall develop
the information security strategy for supplier relationship, emphasize security in supplier
agreement, and ensure the security of information and communication technology supply
chain; in terms of supplier service delivery management, the organization shall supervise
and review the supplier's services, and follow up the management when it comes to the

changes of supplier's services.

In addition, ISO/IEC 27701 also gives opinions when the organization signs a contract
with the PII processor: the organization shall sign written contracts with all PII processors
it cooperates with, and ensure that appropriate control and security measures are covered
in the contracts signed with the PII processors, including consideration of information

security risk assessment and scope of PII processing by personal information processors.
7.5  Cross-border transfer

GB/T 35273 (2020) does not clearly state the requirements for cross-border transfer of
personal information, but instead quotes other laws and regulations, while ISO/IEC 27701
gives corresponding provisions in detail, thus providing more specific recommendations

for the organization on how to implement cross-border transfer requirements.
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According to GB/T 35273 (2020), where the personal information collected and
generated during operations within the China's territory is transferred overseas, the
personal information controller shall comply with the requirements of the measures and
relevant standards developed by the Cyberspace Administration of China in cooperation

with the involved departments of the State Council®’.

If there is cross-border information transfer due to business needs, or governmental and
judicial regulatory requirements, it is necessary-to describe in detail the types of data to
be transferred across borders, as well asthe standards, protocols and legal mechanisms

(contracts and so on) to be observed for cross-border transmission.

ISOAEC 27701 requires in detail the organization to identify and document the basis for
cross-border transfer of PIL. PII transfer needs to meet the requirements of applicable laws
and regulations. Specifically, depending on the jurisdiction or international organization
in which the data recipient is located (and where the data is exported). The organization

shall document and demonstrate that it meets the basis and requirements of transfer.

ISO/IEC 27701 also states that information transfer protocols/contracts need to be
reviewed by designated regulatory agencies in some jurisdictions. Organizations in these
jurisdictions shall ensure that they are aware of these regulatory requirements. In addition,
the organization shall designate and document the destination countries and/or
international organizations where the PII may be transferred. Users shall be provided with
the names of countries and/or international organizations that might receive PII in the
normal operation of business. In the case of transfer resulting from PII processing by

subcontractors, the name of the corresponding country/or region shall also be included.
8. Rights of the Pl'subject/PLI principal

Both GB/T 35273 (2020) and ISO/IEC 27701 have provisions on the PI subject/PII
Principal's right to access, rectification, deletion, de-registration, obtain a copy of PI/PII
and timely response to the PI subject/PII principal's request, but ISO/IEC 27701 has

higher and more detailed requirements for the right to access, rectification, de-registration,

370n June 13, 2019, the Cyberspace Administration of China issued the Measures for Security Assessment
for Cross-border Transfer of Personal Information (Exposure Draft), providing specific provisions on the
requirements of application assessment for cross-border transfer of personal information, application
materials, key assessment points, cross-border transfer records of personal information, cross-border
transfer contract contents and rights and obligations requirements, as well as content requirements of
security risk and security measures analysis report.
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obtain a copy of the PIIs and timely response to the information subject's request; while

GB/T 35273 (2020) has higher requirements for the right of deletion.

GB/T 35273 (2020)% ISO/IEC 27701

Right to Access There are requirements, but the granularity is coarser
|
(Article 8.1) ; (Articles 7.3.3, 7.3.6)
Right to Rectification ! There are requirements, but the granularity is finer
(Article 8.2) (Article 7.3.6)
Right-to deletion There are requirements, but the granularity is coarser
(Article 8.3) (Article 7.3.6)
Right to De-registration There are similar requirements
(Article 8.5) (Article 6.6.2.1)
Right to Obtain a copy of PI There are requirements, but the granularity is finer
(Article 8.6) (Article 7.3.8)
Response to requests from P subjects There are requirements, but the granularity is finer
(Article 8.7) (Articles 7.3.4,7.3.5and 7.3.9)
Complaint management . There are similar requirements, but the granularity is
) : coarser
(Article 8.8)

Sub-Clause 7.3.9

8.1  Right to access

For the right to access, both GB/T 35273 (2020) and ISO/IEC 27701 have provisions, but

those set out in the latter are more nuanced. Specifically:

GB/T 35273 (2020) requires that personal information controllers shall stipulate the right
to access personal information and implementation mechanism in the personal

information protection policy, and shall provide PI subjects with methods to access

38The right of the personal information subject to withdraw the authorization and consent in Article 8.4 has
been discussed in 4.5(4) above, and no more discussion is given here to avoid redundancy.
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specific personal information, including:
1) The personal information or the personal information types held about the subject;
2) Sources and purposes of the above personal information;

3) The identity or type of the third party that has obtained the above personal

information.

When the personal information subject makes a request to access the personal information
that is not provided voluntarily by him/her, the controller of personal information may
decide whether to respond. or not after considering the possible risk and damage of not
responding to the request to the legitimate rights and interests of the personal information
subject, as well as technical feasibility and the cost of realizing the request, before giving

an explanation.

But ISO/IEC 27701, as an international standard, only requires the organization to
provide PII principals with a way to query their personal information. The specific
information that PII principals can access is subject to the data protection laws and
regulations of different countries. Therefore, it allows for variation with local laws and

regulations.
8.2  Right to rectification

For the right of correction, both GB/T 35273 (2020) and ISO/IEC 27701 have provisions,

but those set out in the latter are more nuanced. Specifically:

According to GB/T 35273 (2020), where the personal information subject finds that
his/her personal information held by the personal information controller is incorrect or
incomplete, the personal information controller shall provide the method for the personal

information subject to request correction or supplement of the personal information.

ISO/IEC 27701 not only requires the organization to implement policies, procedures and
/ or mechanisms to fulfill the obligations to PII principals, so that PII principals can access,
correct and delete PII without undue delay after making requests, but also has
requirements for the organization to respond to the request of the PII principals (see
section 8.6 below). When PII principals have disputes about the data accuracy or

correction requirements, the organization shall implement policies, procedures and/or
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mechanisms to resolve the issue. These policies, procedures and/or mechanisms shall
include the modification made by the PII principal, and reasons for failure to make

modifications (in the event of failure to make corrections).

Besides, ISO/IEC 27701 takes into account that some jurisdictions have special
restrictions on the circumstances and extent to which PII principals have the right to
correct or delete PII, and that the organization shall identify, update and comply with the
restrictions that may be applicable. Therefore, when applied as an international standard,
ISO/IEC 27701 needs to take into account more points in a more comprehensive manner
than domestic standards which only need to comply with application requirements in

China.
8.3 | Right to deletion

For the right to deletion, both GB/T 35273 (2020) and ISO/IEC 27701 have provisions,

but the former has higher requirements, specifically:

GB/T 35273 (2020) stipulates the conditions for the PI subject to exercise the right of

deletion, including:

1) The personal information controller collects and uses personal information in

violation of laws, regulations and the agreement with the information subject.

2) Where the personal information controller shares or transfers the personal
information to a third party in violation of laws and regulations or the agreement
with the personal information subject, and the personal information subject
requests deletion (in this case, the personal information controller shall
immediately stop the sharing and transfer, and notify the third party to delete in
time);

3) Where the personal information controller discloses the personal information
publicly in violation of laws and regulations or the agreement with the personal
information subject, and the personal information subject requests deletion (in this
case, the personal information controller shall immediately stop the disclosure and

notify the receiving party to delete the information in time).

ISO/IEC 27701 makes basically the same provisions on the right to deletion and the right
to rectification. In comparison, GB/T 35273 (2020) makes detailed provisions on the right
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to deletion, possibly because the deletion of personal data may be regarded in some
jurisdictions as an act of destroying evidence and thus connect directly with different
national laws. As an international standard, it is difficult for ISO/IEC 27701 to establish

requirements in detail.
8.4  Right to de-registration

For the right of de-registration, both GB/T 35273 (2020) and ISO/IEC 27701 have
provisions, but the former is more detailed vertically, and latter is more extensive

horizontally, specifically:
According to GB/T 35273 (2020):

a) The personal information controller providing the service through the registered
account shall provide the account de-registration method to the personal

information subject, which shall be simple and easy to operate;

b) After accepting the request for account de-registration, verification and handling
shall be completed within the time limit promised (not more than 15 business days)

in case manual intervention is required;

C) If identity check is required for de-registration, the type of personal information
required to be provided by the personal information subject shall not be more than

that collected for registration, use and other procedures;

d) There shall be no unreasonable conditions or additional requirements to increase
the obligations of the personal information subject during the de-registration. For
example, when de-registration of a single account means de-registrating more than
one product or service, ask the personal information subject to fill in the accurate

historical operation records;

e) Where account cancellation requires the collection of sensitive personal
information to verify the identity, the handling measures for the sensitive personal
information collected shall be defined, such as immediate deletion or

anonymization after the purpose is achieved;

f) After the personal information subject cancels his/her account, the personal

information shall be deleted or anonymized in a timely manner. Where personal
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information is required to be retained by law, it shall not be used again in routine

business.

While ISO/IEC 27701 further stipulates horizontally that the organization shall not
reissue to users any deactivated or expired user IDs for systems or services that process
PII. In the event of corruption or disclosure of passwords-or other user registration data
(e.g, unintentional disclosure), access control damage in the management or operation of
user registration and/or de-registration procedures or when the PII processing services are

provided, the organization shall address the damage to the access control of these users.
8.5  Right to obtain a copy of PI/PII

For the right to obtain a copy of PI/PII, both GB/T 35273 (2020) and ISO/IEC 27701 have

provisions, but the latter has higher requirements, specifically:

According to GB/T 35273 (2020), at the request of the personal information subject, the
personal information controller shall provide the personal information subject with the
method to obtain the copy of the following types of personal information, or to directly
transmit the copy of the following types of personal information to the third party
designated by the personal information subject when technically feasible: 1) basic
information and identity information of the subject; 2) health information, education and
work information of the subject. Therefore, there are clear and detailed type restrictions
on the acquisition and transmission of copies of personal information in the context of

GB/T 35273 (2020).

According to ISO/IEC 27701, PII principals also have the right to obtain copies of
personal information. The obtained copies of PII shall be used in a structured, common,
and easily available manner. "ISO/IEC 27701" also refers to that according to some
jurisdictions, the organization shall provide PII principals or controllers receiving PII with
a copy of the PII being processed a portable form (usually a structured, commonly used
and machine-readable form) under certain circumstances. In other words, the organization
shall transfer a copy of the PII held directly to another receiving organization at the
request of the PII principal, if technically feasible. This requirement is the same as the

provision of “right to data portability” specified by GDPR.

ISO/IEC 27701 also requires that if the requested PII has been deleted according to the
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retention and disposal policy®, the PII controller shall inform the PII principal that the
requested PII has been deleted.

8.6  Timely response to the request of PI subjects/PII principals

For timely response to the request of PI subjects/PII principals, both GB/T 35273 (2020)
and ISO/IEC 27701 specifies the response time, response to the request and response cost,

but the former gives more detailed and practical requirements.
1) Response time

For the response time, GB/T 35273 (2020) requires that, after verifying the identity of the
personal information subject, the personal information controller shall give a timely
response to the request of the personal information subject, provide replies and reasonable
explanations, and inform the personal information subject of the way to propose dispute
resolution to external organizations. GB/T 35273 (2020) requires that the corresponding

time limit shall be within 30 days or the period specified by laws and regulations*’.

ISO/IEC 27701 does not require a specific response time, except that the response time
shall be reflected in the privacy policy and comply with applicable laws and/or
regulations*!. It once again reflects that as an international standard, it has to take into

account different laws and regulations of the applicable countries/regions.
(2)  Respond to requests

For responding to requests, requests raised by the personal information subject include
access, rectification, deletion, withdrawal of consent, de-registration of account, and

obtaining a copy of personal information according to GB/T 35273 (2020).

The lawful requests specified in ISO/IEC 27701 include access to copies of PII or
complaint request, which is the same as GB/T 35273 (2020). However, ISO/IEC 27701
further requires the organization to specify and record the policies and procedures for
handling and responding to the lawful requests of PII principals, once again showing its

consistent advocacy for keeping of "records".

39 See Atrticle 7.4.7 of ISO/IEC 27701. For the translation of specific articles, please refer to Annex B hereof.
40 According to Self-assessment Guide for lllegal Collection and Use of Personal Information by Apps, the
app operator in principle, shall reply to the user's complaint handling opinions or results within 15 days.

41 Some jurisdictions may determine the response time based on the complexity and number of requests
and whether the PII principal shall be informed of the delayed information.
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(3)  Response costs

For the costs incurred in response to the request, GB/T 35273 (2020) requires no charge
for reasonable requests in principle. However, for repetitive requests within a certain
period of time, a certain cost can be charged as the case may be. ISO/IEC 27701 has no
provisions on charges for response to a request, instead, it only refers to that some
jurisdictions allow the organization to collect charges under certain circumstances (e.g.,
excessive or repeated requests). In this regard, the standard ISO/IEC 27701 offers

different applicable countries/regions a certain degree of flexibility for excessive behavior.
8.7  Complaint management

GB/T 35273 (2020) has a separate provision on the complaint situation, requiring that the
personal information controller shall establish a complaint management mechanism and

a complaint tracking process, and respond to complaints within a reasonable time.

However, there is only a broader provision to establish a strategy and procedure for
handling the request in ISO/IEC 27701, which describes the handling of complaints as
one of its aspects. Same as processing other requests, ISO/IEC 27701 states that the
organization shall define and document policies and procedures, and may collect charges
in certain circumstances (e.g., excessive or repeated requests) to the extent permitted by
the jurisdiction, and that the request shall be handled within the response time limit

defined in the appropriate privacy policy.

9. Handling of personal information security incidents

For information security incidents, GB/T 35273 (2020) and ISO/IEC 27701 both stipulate
two obligations: one 1is to report to the regulatory agency; the other is to notify PI
subjects/PII principals. In ecomparison, ISO/IEC 27701 gives more detailed requirements,
which distinguishes the different obligations of PII controllers and PII processors under

this scenario, and sets additional requirements for record keeping, specifically:

GBIT 35273 (2020) ISO/IEC 27701
Emergency handling and reporting of PI security There are requirements, but the granularity is finer
incidents
(Article 6.13)
(Article 10.1)
Notification of Pl security incidents There are requirements, but the granularity is finer
(Article 10.2) (Article 6.13.1.5)
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9.1 Reporting to the regulatory agency

In case of an information security incident, GB/T 35273 (2020) requires reporting in time
according to the National Emergency Response Plan for Cyber Security Incidents and
other regulations. The report should cover but not limited to: the category , quantity,
content, nature and other general information about the personal information subject, the
possible impact of the incident, the measures taken or to be taken, and the contact

information of the personnel handling the incident.

ISO/IEC 27701 requires that for PII controllers and PII processors, the organization
shall keep records with sufficient information to provide a report for the regulatory
and/or forensic purposes in case of PII disclosure, including incident description, time
period, consequence, name of the reporter, to whom the incident was reported, measures
taken (including responsible person and recovered data), and the fact that PII is
unavailable, lost, publicly disclosed or altered due to the incident. In case of PII disclosure,
the record shall also include a description of the PII compromised(if known); if
notification is made, the measures taken to inform the customer or regulatory authorities

shall be recorded.

In case of any disclosure, some jurisdictions require the PII processor to notify the PII
controller without delay (i.e., as soon as possible), preferably as soon as possible upon
the disclosure, so that the PII controller can take appropriate measures. While some other
jurisdictions require the organization to notify the regulatory authorities (e.g., PII

protection authorities) of disclosure involving PII.
9.2  Notifying PI subjects/PII principals

In the event that an information security incident may lead to serious harm to the
legitimate rights and interests of the personal information subject, such as the disclosure
of sensitive personal information, GB/T 35273 (2020) requires that the affected personal
information subject shall be informed of the incident in a timely manner by e-mail, letter,
telephone, or notification. When it is impossible to inform the personal information
subjects one by one, a reasonable and effective way shall be adopted to release public

warnings. The notice shall include but not be limited to:

1) Contents and the impact of the security incident;
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2) Measures taken or to be taken;

3) Suggestions for the personal information subject to prevent and reduce risks
independently;

4) Remedial measures provided for the personal information subject;

5) Contact information of the person and the organization in charge of personal

information protection.

ISO/IEC 27701 distinguishes different obligations of PII controllers and PII processors.
For PII controllers, the procedures shall include notices and records in case of an incident
of disclosure. Some jurisdictions have requirements on when to notify the security
incident to regulators and when to notify it to the PII subject. While notifying the PII

subject, the contents of the notice shall include:

1) Contact information for obtaining more information;
2) Description of the disclosure and its possible consequences;
3) Description of the disclosure, including the number of individuals affected and the

quantity of records concerned;
4) Measures taken or planned to be taken.

For PII processors, the clauses concerning disclosure notification shall constitute a
part of the contract between the PII processor and the PII controller, including how
the PII processor provides the PII controller with the information necessary to fulfill its
duty of notifying the regulatory authorities. In this case, the notification obligation does
not apply to an incident caused by the clients of the PII processors or the PII principal or
within the system components for which they are responsible. The contract shall also

specify the limits for notification times of PII breaches.
10. . Conclusions

ISO/IEC 27701 has no obvious difference in the construction of data protection
architecture in comparison with GB/T 35273 (2020). Both have requirements on the
application scope, personal information category, regulatory target, rights of PI

subjects/PII principals, and the whole life cycle of personal information (including
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collection, storage, use, entrusted processing, sharing and transfer, public disclosure).
However, GB/T 35273 (2020), as a recommended national standard in China (mainland
China), is more about how to implement the measures, so as to arouse Chinese
organizations’ awareness and persue personal information protection requirements.
Therefore, GB/T 35273 (2020) is not second to ISO/IEC 27701 in the coverage of entire
specifications and impact, and even more comprehensive, detailed and practical in some
provisions on how to use personal information; while ISO/IEC 27701, as an international
standard, focuses more on the compatibility and linkage with established influential
protection laws at the international scale (such as GDPR). Therefore it focuses on
constructing the framework, provide insights and leave room to countries for improving
their privacy protection system on the basis of this framework. For the sections that need
localization, ISO/IEC 27701 only gives general or soft requirements, leaving it to
countries/regions for specification. However, it is worth noting that ISO/IEC 27701 still
provides some guidelines for areas where there are no provisions in the current GB/T
35273 (2020), such as the requirements for assessment and acceptance criteria for
personal information security impact assessment, further requirement of privacy risk
assessment in addition to security risk assessment. It may provide new ideas and
directions for future updates to GB/T 35273 (2020) or the promulgation of the Personal

Information Protection Law.

As repeatedly reminded in ISO/IEC 27701, for data compliance in specific countries, one
should follow local laws and regulations and business practices, such as the age threshold
for minors. Therefore, organizations shall, when carrying out data compliance practice in
China, follow and watch the development of China's personal information protection laws
and regulations and national standards; and for requirements that are ambiguous or
incomplete, organizations can refer to the operation guidelines in the international
standard ISO/IEC 27701, so as to better carry out data compliance in the jurisdiction and

build a more complete privacy and information security protection system.
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ITI. Comparative analysis of internal management system of the organization/PIMS

system
1. Comparative analysis of ISO/IEC 27701 and GB/T 35273 (2020)

1.1  Point-to-point comparative analysis of provisions in ISO/IEC 27701 and
GB/T 35273 (2020)

1.1.1 Identify responsible departments and personnel

GB/T 35273 (2020) and ISO/IEC 27701 both stipulate the setting of the person in charge
of personal information protection, and have overlaps in the responsibility requirements
for the person in charge of personal information protection. GB/T 35273 (2020) stipulates
the ‘organizational structure of personal information security, which mainly includes the
following four aspects: 1) defining that the legal representative or responsible person shall
take overall leadership responsibility for personal information security, including
providing personnel, financial and material resources for the work of personal
information security; 2) appointing the person in charge of personal information
protection and personal information protection agency; 3) when meeting certain
conditions, setting up the full-time person in charge of personal information protection
and personal information protection agencys; 4) identifying the responsibility for the
person in charge of personal information protection and personal information protection
agency. In addition, GB/T 35273 (2020) also requires that necessary resources be
provided for the person in charge of personal information protection and personal

information protection agency to ensure their independent performance of their duties.

Similarly, ISO/IEC 27701 requires the appointment of one or more persons responsible
for developing, implementing, maintaining and overseeing the organization's data
governance and for implementing privacy compliance programs to ensure that the
organization is in compliance with all applicable laws and regulations relating to PII
processing. ISO/IEC 27701 also requires the organization to designate a contact for use
by the PII principals regarding the processing of PII. When the organization is the PII
controller, it shall designate a contact for the PII principals specifically regarding the
processing of PII. With regard to responsibilities, ISO/IEC 27701 is basically the same as
GB/T 35273 (2020) in terms of responsibilities 1, 2, 5, 6 and 10 provided in 11.1 d),
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although different expressions are used. ISO/IEC 27701 also specifically requires the
responsible person to report independently and directly to the appropriate management of
the organization to ensure that privacy risks are effectively managed; it also requires the
responsible person to be an expert in data protection laws, regulations and practices. In
addition, ISO/IEC 27701 also mentions that the data protection officer can be either an

internal or external expert.

1.1.2 Personal information security engineering

GB/T 35273 (2020) and ISO/IEC 27701 both stipulate the establishment of personal
information. security  engineering. GB/T 35273 (2020) requires that the personal
information controller, when developing products and services with the function of
processing personal information, shall consider the personal information protection
requirements in the system engineering phase of demand, design, development, testing
and publication in accordance with relevant national standards to ensure that the
protection measures for personal information are planned, synchronized and used
simultaneously during system construction. ISO/IEC 27701 puts forward higher
requirements for establishment of the personal information security engineering in terms
of implementation. The organization shall first control the collection of PII to the
minimum necessary degree and the processing activities of PII to the sufficient necessary
degree; secondly, the organization shall ensure that the PIL recorded is accurate, complete
and up-to-date, identify the data minimization objectives and specify the means and
measures planned to achieve these objectives; the organization shall also de-identify and
delete the temporary documents generated in the PII and processing activities at the end
of the data processing activities in a timely manner; the organization shall document the
processing policies, procedures and mechanisms and follow the relevant internal policies;
in addition, in terms of PII transmission, the organization shall properly control and
ensure that PII transmitted through the data transmission network reaches the specified

destination.

1.1.3 Personal information processing activity record

GB/T 35273 (2020) and ISO/IEC 27701 both stipulate the requirements of recording

personal information processing activities. For the recording behavior, GB/T 35273 (2020)
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describes it is only the voluntary practice of the organization, whereas ISO/IEC 27701

makes mandatory requirements. Specifically:

GB/T 35273 (2020) stipulates that organizations may establish, maintain and update the
records of the processing activity of personal information collected and used. The word
“may” indicates that it is only a recommended but not mandatory obligation. The content

of the record may include:

1) The type, quantity and source of the personal information involved (e.g. directly
collected from the personal information subject or obtained through indirect

access);

2) Distinguish the purpose of processing and use scenarios of personal information
based on business functions and authorization, as well as the entrusted processing,
sharing, transfer, public disclosure, whether or not involve cross-border transfer,

etc.;

3) Information systems, organization or personnel related to all aspects of personal

information processing activity.

ISO/IEC 27701 stipulates that the organization shall clarify and securely keep necessary
records, including at least the processing type, purpose, description of PII and PII
principal category (e.g. child), categories of PII receiving parties that have been or will
be disclosed, including general notes on the third country receiving parties or
international organizations, technical and organizational security measures, as well as
privacy impact assessment reports. The PII processing record shall identify a person

responsible for its accuracy and integrity.

1.1.4 - Personal information security impact assessment

Both GB/T 35273 (2020) and ISO/IEC 27701 stipulate personal information security
assessment. GB/T 35273 (2020) requires the personal information security impact
assessment, while ISO/IEC 27701 distinguishes between the information security risk

assessment process and the privacy risk assessment process.

GB/T 35273 (2020) requires the establishment of a personal information security impact

assessment system to assess and deal with security risks in the personal information
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processing activities. The assessment mainly focuses on whether the processing activities
comply with the basic principles of personal information security, and whether the
personal information activities affect the legitimate rights and interests of the personal

information subject, including but not limited to:*?

7) Whether the collection of personal information follows the principles of clear

purpose, consent, minimum necessity, etc.;

8) Whether the personal information processing may adversely affect the legitimate
rights and interests of the personal information subject, including whether it will
endanger personal and property security, damage personal reputation and physical

and mental health, and lead to discriminatory treatment;
9) Effectiveness of personal information security measures;

10)  The risk of the personal information subject being re-identified by the anonymized
or de-identified datasets or being re-identified by the datasets after aggregation

with other datasets;

11)  Possible adverse effects of sharing, transfer and public disclosure of the personal
information on the legitimate rights and interests of the personal information

subject;

12)  Possible adverse effects of security incidents on the legitimate rights and interests

of the personal information subject.

GB/T 35273 (2020) requires the personal information controller to conduct a personal

information security impact assessment:
1) prior to the product or service release or after a major change in the functions;

2) in case of new legislative requirements come into effect, or when a major change
occurs in the business models, information systems and operating environments,

or when a significant personal information security incident occurs.

With regard to the personal information security impact assessment, GB/T 35273 (2020)

42 For the specific provisions on typical assessment scenarios, assessment content and assessment
procedures of personal information security impact assessment, please refer to the Information security
technology - Security Impact Assessment Guide of Personal Information (Exposure Draft).
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requires the organizations to form personal information security imact assessment reports,
take measures to protect the personal information subject and reduce risks to an
acceptable level; it also requires that reports be properly kept to ensure that they are
accessible to interested parties and made public in an appropriate form. This is consistent
with the provision in ISO/IEC 27701 on documentation of the assessment process to be

maintained.

ISO/IEC 27701 distinguishes between the .information security risk assessment process
and the privacy risk assessment process.- The former is mainly used to identify risks
associated with loss of confidentiality, integrity and availability; while the latter is used
to identify risks associated with PII processing. Similarly, ISO/IEC 27701 also mentions
that the organization shall properly manage the relationship between information security
and PII protection throughout the risk assessment, both of which can be evaluated in

combination or separately, but shall be limited to the PIMS.
ISO/IEC 27701 specifies the entire assessment process, which shall include:
1) Establish and maintain information security risk standards, including:
a)  Risk acceptance criteria; and
b)  Information security risk assessment standards;

2) Ensure that repeated information security risk assessments produce consistent,

effective, and comparable results;
3) Identify information security risks:

a)  Apply the information security risk assessment process to identify risks
related to information confidentiality, integrity and availability within the

scope of the information security management system;
b)  Identify risk subjects;
4) Analyze information security risks:

a)  Assess the possible consequences of the realization of the risks set out in

section 6.1.2 ¢) 1);

b)  Assess the actual likelihood of the occurrence of the risks set out in section
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6.1.2¢) 1); and
¢)  Determine the risk level;
5) Assess information security risks:

a)  Compare the risk analysis results with the risk eriteria established in section

6.1.2 a); and

b)  Prioritize risk analysis in risk management.

1.1.5 Data security capability

GB/T 35273 (2020) requires the organizations to establish appropriate data security
capabilities and implement necessary management and technical measures in accordance
with the requirements of relevant national standards to prevent the leakage, damage, loss
and tampering of personal information. ISO/IEC 27701 puts forward more detailed
regulations and implementation recommendations for business continuity management in
terms of physical and environmental security, operational security, communication
security and information security. Specific requirements are described in sections 2.8, 2.9,

2.10 and 2.14 below.

1.1.6 Personnel management and training

GB/T 35273 (2020) and ISO/IEC 27701 require the organization to conduct management
and training for personnel involved in personal information. GB/T 35273 (2020) puts

forward the following six specific implementation requirements:

7) The organization shall sign confidentiality agreements with relevant personnel
processing - personal information, and conduct background checks for the
personnel with extensive access to sensitive personal information to understand

their criminal records and integrity status, etc.;

8) The organization shall clarify the internal security responsibilities of different
posts involving personal information processing, and establish the punishment

mechanism for security incidents;

9) The organization shall require relevant personnel in personal information

179 / 198



Guidance Report on the Construction of Personal Information Compliance System under Compatible
Domestic and Foreign Standards (2021)

processing positions to continue to perform the obligation of confidentiality when

they are transferred from the position or terminate the employment contract;

10)  The organization shall identify and monitor the personal information security
requirements of outsourced-service personnel who may have access to personal

information, and sign confidential agreements with them;

11)  The organization shall establish corresponding internal systems and policies to
provide guidelines ‘and requirements for employees' personal information

protection;

12)  The organization shall carry out professional training and assessment on personal
information security for relevant personnel processing personal information
processing positions on a regular basis (at least once a year) or in case of a major
change in the personal information protection policies to ensure that relevant
personnel are familiar with personal information protection policies and

procedures.

In terms of the human resources security management, ISO/IEC 27701, based on ISO/IEC
27002, specifically introduces the responsibilities that the organization shall undertake in
different periods and the specific obligations that relevant personnel shall undertake
before employment, during the performance of employment contract and at the end of the

employment relationship. See section 2.4 below for details.

1.1.7 Security audit

As an important part of personal information security management, the security audit in
the information activitiesis covered by detailed introduction and regulation in both GB/T
35273 (2020) and TSO/AEC 27701. GB/T 35273 (2020) puts forward the following six
specific operational requirements to the organization from the perspective of business

implementation:

7) The organization shall audit the effectiveness of the personal information

protection policies, procedures and security measures;

8) The organization shall establish an automatic audit system to monitor and record

the personal information processing activities;
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9) The records made in the audit process shall be able to provide support the security

incident handling, emergency response and subsequent investigation;

10)  The organization shall prevent unauthorized access, tampering, or deletion of

audit records;

11)  The organization shall timely deal with the illegal use and abuse of personal

information discovered during the audit;

12)  The audit records and retention time shall comply with the requirements of laws

and regulations,

The operating requirements of [SO/IEC 27701 are similar to those of GB/T 35273 (2020),
except that the audit requirements are covered in specific areas (e.g. Security audit is
required in the supplier relationship security management). ISO/IEC 27701 specifically
lists the regulations of security audit as the field of "compliance" and makes detailed

introduction and regulation (see section 2.15 below for details).

1.2  Additional provisions of ISO/IEC 27701 as compared to GB/T 35273 (2020

version)

As described above, GB/T 35273 (2020) puts forward the requirements for the internal
organization management mainly in Article 11 “Organization's personal information
security management requirements” and puts forward the obligations and responsibilities
of the organization as the personal information controller in terms of clarifying the
responsible departments and personnel, carrying out personal information security
engineering, recording personal information processing activities, conducting personal
information security « impact assessment, establishing appropriate data security
capabilities, managing and training relevant personnel and carrying out security audit

when new national standards and regulations come into force.

The value of ISO/IEC 27701, as a standard that takes into account the requirements of
regulations in different countries and regions, lies in that it not only points out the
responsibilities that the organization must bear in implementing the personal information
protection, but also puts forward suggestions and measures for different levels of business
implementation. Compared with GB/T 35273 (2020), ISO/IEC 27701 divides the

organization management into more detailed levels. While covering the above seven
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aspects, it establishes a more complete PIMS system. The specific PIMS system is

described as follows.
2. Establishment and management of PIMS system under ISO/IEC 27701

The PIMS system is further developed based on two international standards, ISO/IEC
27001 and ISO/IEC 27002. ISO/IEC 27001 is a set of specifications for establishing an
information security management system (ISMS), which describes in detail the
requirements for establishing, implementing, and maintaining the information security
management system. ISO/IEC 27002 provides guidelines and common principles for
initiating, implementing, maintaining and improving the information security
management within the organization. The objectives outlined in ISO/IEC 27002 provide
general guidance on the generally accepted objectives of the information security
management, and the implementation rules contained in this standard can be considered
a starting point for developing the specific guidelines of the organization. The PIMS of
ISO/IEC 27701 extends the ISMS of ISO/IEC 27001 and provides detailed and practical
rules and guidelines for the establishment, implementation, maintenance and
development of the privacy protection system from different perspectives provided in

ISO/IEC 27002.
2.1  Planning, implementation and review of organization
(1)  Preliminary planning

First, PIMS introduces the necessary requirement for establishing an information security
management environment suitable for the organization. This requirement involves
understanding the current situation and background of the organization, clarifying the
purpose of establishing the information security management system, understanding the
needs and expectations of interested parties, and determining the scope of the information
security management system. PIMS then puts forward specific requirements for the role
of the top management in the information security management system and how to
communicate the leadership expectations to the organization through a strategy statement.
This typically involves leadership and commitment, information security policy and
objectives, and the embodiment and application of roles, responsibilities and

commitments in practical situations.
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PIMS then introduces the actions to address risks and opportunities, as well as achievable
information security objectives and implementation plans, and involves information
security risk assessment, risk owners, information security risk disposal, applicability
statement, and information security objectives. At the same time, PIMS also describes in
detail the support needed to establish, implement, maintain and improve an effective
information security management system, including: resource requirements, ability of

participants, awareness, communication with stakeholders and documented information.
(2)  Implementation

After establishing the information security system planning of the organization, PIMS
mentions the non-negligible problems during implementation: how to carry out
preliminary planning and control, manage information security, carry out information
security risk assessment and deal with information security risks, etc.. The risk will affect
the realization of organizational objectives, which may be related to various activities in
the organization from strategic decision-making to operation, such as the implementation
of specific projects, etc., manifested in leadership, strategy, operation, finance,
environment, society, reputation and other aspects. However, opportunities and risks
coexist. If risks can be controlled through effective management, the organization can
also draw on advantages and avoid disadvantages. In terms of information security
management, PIMS does not force an organization to put all of its assets into absolute
security because the cost of "absolute security" is huge. Therefore, in the choice of risk
control measures, the internal and external environmental factors of the organization as
well as the needs and expectations of interested parties shall be considered. PIMS thus
provides general strategic recommendations: risk reduction, risk transfer, risk avoidance,

and risk acceptance.
3) Review and improvement

PIMS summarizes the implementation of the measurement system, the compliance of the
system with international standards and management expectations, and the requirements
for seeking expected feedback from the management, involving monitoring,
measurement, analysis and evaluation, internal audit, and management review. It also
describes that the organization shall identify and improve nonconformities through

corrective actions, and puts forward corrective measures and continual improvement

183 / 198



Guidance Report on the Construction of Personal Information Compliance System under Compatible
Domestic and Foreign Standards (2021)

methods for nonconformities.
2.2  Information security management policy

The information security management policy under PIMS can ensure that the organization
complies with relevant laws and regulations while providing management guidance and
support. It emphasizes the definition, publication, and review of the different types of

management policies required for information security management.

First of all, the information security management policy shall be defined by the
organization and approved by the management, aiming to elaborate the methods for the
organization to manage the information security objectives. The policy shall emphasize
information security requirements under the business strategies, specific requirements for
information security in laws, regulations and contracts, and requirements that the
organization needs to meet in the context of current and anticipated information security
threats. The information security management policy shall also contain the following
declarations: the definition of information security, the guiding principle and objectives
of all activities related to information security activities, the responsibility assignment of
the roles in the information security management, the handling of deviations and
exceptions, the declaration of compliance with the requirements of the applicable
personal information legislation, and declaration of obligations under the contract
between the organization and third parties. At the implementation level, it shall be
supported by the policy of concrete topic to further ensure the implementation of
information security control measures. This concrete subject is typically used to address
the needs of the target group or to include a topic such as access control, data classification,
physical and environmental security, data transfer, and malware protection. These
strategies shall be communicated to employees and interested parties in a manner that is

relevant, acceptable and-understandable.

Second, the information security policy shall be reviewed at the time of significant
changes or on a regular basis to ensure its continuing suitability, adequacy and
effectiveness. Each policy shall have a certain person approved by the management, who
shall be responsible for the development, review and evaluation of the policy. The review
shall include assessment of the opportunities for the organizational policy improvement

and the ways to manage information security in response to changes in the organizational
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environment, business status, legal conditions, or technical environment; the management
review results shall also be taken into account. The proposal or implementation of the

revised policy shall be subject to the approval of the management.
2.3  Information security organization

In order to establish a management framework, launch and control the implementation
and operation of the information security in the organization, the organization shall
integrate the information security into  project management, define and assign the
information security roles and corresponding responsibilities, ensure possible division of
conflicting responsibilities and authorities and reduce and prevent unauthorized or
unintentional modification and misuse of capital; meanwhile, the organization shall
maintain appropriate contacts with regulatory authorities, special interest groups and

other professional security forums and industry associations.

In addition, to ensure safe use of mobile devices, the organization shall take appropriate
security measures for different scenarios to ensure that the business information is not
damaged. For example, when the mobile devices are used in public places or other
unprotected areas, cryptographic techniques and the mandatory use of secret
authentication information can be used to avoid unauthorized access to or disclosure of
stored and processed information. In terms of remote work, the organization shall
implement strategies and corresponding security measures to protect the information that

is accessed, processed or stored at the remote workstation.
2.4  Human resource security

The organization shall ensure that the employees and contractors understand their
responsibilities; meet the requirements of their roles, and perform their respective
information security responsibilities. The organization shall take care to ensure its own

interests when changing or terminating the employment relationship.

Prior to employment, the organization shall conduct a background investigation on the
candidates based on relevant laws and regulations, ethics, specific business requirements,
and the type of information involved and the corresponding risks. The labor contract
signed with an employee and contractor shall specify the information security

responsibilities of the employee or contractor and the organization. When the employee
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or contractor performs the employment contract, the organization shall ensure that it
complies with the organization's procedures and specifications while performing its
information security duties under the policy. The organization shall provide appropriate
education and training for all employees and contractors, including the implementation
of the reporting of safety incidents and appropriate handling, and shall regularly inform
them of changes in the organizational policies and procedures. The organization shall
impose a formal disciplinary treatment on the employees who violate information security
regulations. The organization shall specify the information security duties of the
employee or contractor after the change or termination of employment, ensure the
continuity of such duties, and inform the employee or contractor of the information
security requirements and corresponding legal responsibilities that remain to be followed

by the employee or contractor.
2.5  Asset management

First, the organization shall clarify the definition and scope of the organizational assets
and establish appropriate protection responsibilities. These assets shall include
information related assets and information processing facilities. The organization shall
develop and maintain an inventory of its assets. When an asset is created or transferred to
the organization, the organization shall allocate the holder of that asset. An individual or
other entity approved to manage the life cycle of an asset may be assigned as the asset
holder. The asset holder is responsible for the reasonable management of the asset
throughout the asset life cycle. The organization shall establish rules for the fair use of

the information and the said assets, prepare and implement appropriate documents.

Second, in order to ensure that the information is protected commensurate with its
importance, the organization shall classify and mark the data including personal
information, and formulate and implement procedures for disposal of assets according to
the data classification system. In order to prevent information stored on the media from
being disclosed, modified, deleted or destroyed, the organization shall, in accordance with
the data classification system, formulate and implement management procedures for
removable media, use formal procedures for handling media that are no longer needed,

and protect media during transit from unauthorized access, abuse or damage.
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2.6 Access control

The organization shall restrict access to information and information processing facilities,
ensure the access rights of authorized users, prevent unauthorized access to systems and
services, and implement the responsibility of users to protect their authentication
information. During implementation operations, the organization can establish and
implement the access control policies and review them based on the business and
information security related requirements. The organization shall require the users to
follow practices of secret authentication-information and control access to the operating

systems and applications through secure logins.
2.7 ~ Cryptography

The use of cryptography can protect the confidentiality, authenticity and integrity of
information. The organization needs to develop a password control policy to ensure
appropriate and effective password use. In implementing policies, the organization shall
take into account regulations and national/regional restrictions on the application of
cryptography in different parts of the world, as well as cross-border transfer issues of
encrypted information. Individual countries or regions may require the use of
cryptographic techniques to protect specific types of personal information, such as health
data, resident ID number, passport number and driver's license number. The organization
shall provide consumers with information about the personal information protected and
processed by the organization using cryptographic techniques and shall also inform
consumers of the possibility of assisting consumers to apply for their own password
protection. In addition, the organization shall also develop policies for the use, protection,

and duration of secret keys throughout the key life cycle.
2.8 _Physical and environmental security

To protect areas containing sensitive information, key information and information
processing facilities, the organization shall first define the security boundary and develop

and implement appropriate codes.

In terms of implementation, the organization shall use appropriate entrance control to
ensure that only authorized personnel have access to security areas; design and implement

physical security of offices, rooms and facilities; design and implement physical security
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to protect against natural disasters, malicious attacks or accidents; design and implement
procedures for office in security areas; control areas accessible to unauthorized personnel,
such as logistics cross connecting area, and if applicable, such areas shall be isolated from

information processing facilities.

In terms of equipment, to reduce the risk caused by environmental threats and disasters
and the possibility of unauthorized access, the organization shall properly place and
protect the equipment; protect the equipment from power outages or other failures in
supporting facilities; protect the power supply, transmitted data or communication cables
supporting the information services from being intercepted, interfered with or destroyed;
properly maintain the equipment to ensure its continuous availability and integrity; the
equipment, information or software may not be removed from the premises without
authorization; the organization shall consider the different risks of working outside the
office space and protect off-site assets and equipment; audit and certify all parts of the
equipment including storage media to ensure that the sensitive data and licensed software
have been removed or securely rewritten before disposal or reuse; the user also needs to
ensure that the equipment is properly protected when not using it, while the organization

shall also adopt the clean desk policy and the clear desk and clear screen policy.

In terms of personal information processing, the organization shall ensure that when the
personal information storage space is reallocated, the personal information in the previous
storage space is not visible. In order to be able to securely dispose of and reuse equipment,
any storage equipment which is likely to cover personal information. shall be regarded as

covering personal information.
2.9  Operation security

For the operational activities associated with information processing and communication
facilities, the organization shall develop and document operating procedures and make
them available to the users who need them; such as computer startup and shutdown
procedures, backup, equipment maintenance, media processing, computer room and mail
processing management and security activities. The organization shall control any
organizational changes, business process changes, and changes in information processing
facilities and systems that may affect information security. Therefore, the organization

needs to establish formal management responsibilities and procedures. In case of any
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change, the organization shall maintain an audit record that covers all relevant
information. The organization shall monitor and adjust the use of resources and predict
future capacity requirements to ensure that the system has the required skills. In addition,
similar to the physical environment isolation mentioned in section 2.8 above, the
organization also needs to separate the development, test, and operating environments to

reduce unauthorized access to or change in the operating environment.

In terms of specific practice, in addition to protecting against malware, the organization
shall backup and regularly test the information, software and system images. In particular,
the organization needs to develop policies that address the requirements for backup, repair,
and recovery of personal information and include further provisions on the elimination of
personal information in backup information. To record events and generate evidence, the
organization needs to create, keep and periodically review event logs that record the user
activities, exceptions, errors, and information security incidents. Similarly, the activities
of the system administrator and system operator shall also be recorded, and the log needs
to be protected and reviewed regularly. Where feasible, it is recommended that the
organization simultaneously record the access to personal information, including the

access time, accessor, personal information subject accessed and any change occurred.

The organization needs to protect log facilities and log information from any possible
tampering and unauthorized access to the logs, enforce operating system integrity, and
establish and implement codes that standardize the installation of software by users. The
organization shall timely obtain information on the technical vulnerability of the
information system, assess the degree of exposure of the organization and take
appropriate measures to address relevant risks. During the audit process, the organization
shall carefully plan and approve the audit requirements and activities involving the

operating system validation to minimize the interference with business activities.
2.10 © Communication security

To protect the information in the network and its information processing facilities, the
organization shall manage and control the network and specify the security mechanism,
service level and management requirements of all network services in the network service
agreement. In addition, the organization also needs to isolate information services, users

and information systems within the network.
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In terms of information transmission security, the organization needs to establish formal
transmission policies, procedures and control means, sign information transmission
agreements with external entities, ensure the security of commercial information
transmission, and protect the information contained in electronic messages. The
organization shall also pay attention to the confidentiality of the information and
periodically review and archive the confidentiality requirements or non-disclosure

agreement that reflect the organization’s information protection requirements.
2.11 Acquisition, development and maintenance of information system

The information security assurance is a necessary part in the life cycle of information
systems, including those providing services through public networks. First of all, the new
information systems and enhancements to existing information systems shall meet the
information security related requirements. Second, the organization shall protect the
application service information provided through public networks from fraud, contract
disputes, unauthorized modification or disclosure. The organization shall protect the
security of the information involved in an application service transaction from incomplete
transmission, routing errors, unauthorized message changes, unauthorized disclosure, or

unauthorized replication or replay of the messages.

During the development and assistance, the organization shall design and implement the
information security policies within the information system development lifecycle,
formulate and apply the development rules for software and systems, and control the
system changes in the development lifecycle through the use of formal change control
procedures. In case of any change in the operating platform, the organization needs to
review and test the business-critical applications to ensure that the change will not
adversely affect the organization's operation or security. The organization shall consider
carefully the software package changes, limit and strictly control the changes to the extent
necessary. Meanwhile, the organization shall establish, document, and apply the security
system engineering principles to the implementation and maintenance any information
system. The organization shall establish and properly protect the security of the system
development environment, conduct security function tests during development, and
carefully screen, protect and control the test data. The organization shall also supervise

and monitor the development activities of the outsourced system.
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2.12  Supplier relationship

The organization shall protect the organizational assets that are accessible to the supplier,
discuss with the suppliers the information security requirements in its activities, and
document such requirements upon agreement. In addition, the agreements with suppliers
shall include provisions regarding the information security risks in the information

processing, ICT services and product supply chains:

Upon agreement, the organization shall periodically monitor, review and audit the
supplier service delivery. In case of any change in the supplier service, the organization
shall manage the supplier- service changes, if any, including maintenance and
improvement of the existing information security policies, procedures and other control
measures, while considering such factors as the criticality of business information, the

use of the system and the processes involved in risk assessment.
2.13 Information security incident management

The organization shall establish management responsibilities and procedures to respond
to and deal with information security events in a rapid, effective and orderly manner.
When an information security event occurs, relevant personnel shall report to the
organization through appropriate management channels as soon as possible. The
organization shall require employees or contractors using its information systems and
services to be aware of and report any information security vulnerability identified or

suspected in the systems or services.

If a security event is classified as a security incident, the organization shall evaluate and
make decisions on it, and respond to it in accordance with the procedure document. When
the security ineident involves personal information, the organization shall review it and
determine whether specific types of response and processing, including notification and

recording, are required.

The organization shall learn from the analysis and resolution of the information security
incidents to reduce the possibility or impact of future incidents. In addition, the
organization shall develop and implement procedures for the identification, collection,

acquisition and preservation of information that may become evidence.
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2.14 Business continuity management in information security

The organization shall embed the information security continuity in the business
continuity management system. The organization shall first establish its continuity
requirements for information security and information security management in adverse
circumstances (such as crisis or natural disaster). Secondly, the organization shall
establish, record, implement and maintain corresponding procedures and control
measures to ensure that the information security continuity requirement can reach the
stipulated level in adverse circumstances. Finally, the organization shall periodically
validate the information security continuity control means established and implemented
to ensure that they remain effective in adverse circumstances. When using information
processing facilities, the organization shall also ensure that they have sufficient

redundancy to satisfy availability requirements.
2.15 Compliance

The organization and its information system shall document all relevant legal, regulatory
and contractual requirements, as well as the means and measures taken to meet these
requirements. This document shall be updated periodically. When it comes to intellectual
property and the use of proprietary software products, the organization shall take
appropriate procedures to ensure compliance with laws, regulations and contract
requirements. The organization shall protect records from loss, damage, tampering,
unauthorized access and unauthorized release as required by laws, regulations and
contracts. The organization shall ensure the protection of privacy and personally
identifiable information in accordance with relevant laws and regulations, if applicable,
and shall also use the password control measures according to relevant laws, regulations

and contract requirements:

To ensure that the implementation of information security conforms to the organizational
policies and procedures, the organization shall conduct information security reviews. At
the planned intervals or in case of major changes, the organization shall review the
information security management means and their implementation, that is, the control
objectives, control means, policies, processes and procedures of information security. The
organization shall also periodically review the compliance of its information systems with

its information security policies and standards. The manager shall periodically review the
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compliance of the information processing and related procedures within his/her
responsibility range with the corresponding policies, standards and other security

requirements.
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3. Advantages and reference significance of 27701

3.1  Challenges posed by independent national data privacy protection

regulations

Today, legislators and law executors around the world are increasingly aware of the
importance of managing data use and processing and, especially when it comes to
personal verification information, it is particularly urgent to provide legal means to
regulate data processing and protect personal privacy. Except for the General Data
Protection Regulation (“GDPR”) of the EU, various countries, including the United States,
Switzerland, Australia and New Zealand, have successively introduced their own new
policies on data specifications. The emerging laws and regulations that regulate data in
various countries have gradually brought challenges to various business entities,
especially multinational organizations. The emergence of the PIMS of the international
standard ISO/IEC 27701 will help these organizations decide, plan, implement and
maintain a data privacy protection channel that not only meets the requirements of
different scopes of law around the world, but also complies with the requirements of

GDPR.

GDPR encourages the data protection authentication mechanism and the establishment of
data protection certification marks to help ensure that the controllers and processors
comply with legal norms during data processing. (Article 42 of GDPR) In addition, the
use of these authentications or seals means that the organization processes the personal

information in a correct manner meeting the GDPR requirements.

Ongoing authentication mechanisms can bring the element of "accountability" to the
implementation of data protection, accelerate risk reduction, and facilitate the flow of
personal information, which ean make the procedures more transparent and gain customer

trust in the data protection while the organization provides services.
3.2  Reference significance of ISO/IEC 27701

ISO/IEC 27701 is not intended to allow the organization to control everything. In contrast,
ISO/IEC 27701 requires the organization to be aware that processing the personal
verification information is different from processing other information, and that the

organization needs to adjust its specific control and implementation control measures
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accordingly.

Whether the organization shall implement ISO/IEC 27701 depends on circumstances.
However, if the organization is concerned about the information protection issues (such
as ransomware, denial of service attack, social engineering and other network risks) and
wants a compliance guideline compliance with GDPR, ISO/IEC 27701 is undoubtedly a
very useful tool that not only covers multiple perspectives, but also provides security
controls to help protect personal data and information. By implementing ISO/IEC 27701,

organizations can:

- Meet the requirements of ISO/IEC 27701 and meet the basic compliance
requirements of GDPR;

- Make risk management from the perspective of information security and privacy

protection, and implement specific control means;

- Have guidelines for specific controls to protect business information and personal

data;

- Prove to third parties that your organization or enterprise complies with GDPR
and other international standards related to information security by certifying

ISO/IEC 27701;%

- If you are a handler under GDPR, you may provide your client with the proof of
compliance with GDPR;**

- If you are a controller under GDPR, you may provide the data subject with the
proof of compliance with GDPR.*

4. Conclusions

ISO/IEC 27701, while establishing an evidence-based privacy protection program,
proposes to the organization a set of measures regarding the responsibilities it must

assume in its personal information processing activities and the advices it must propose.

43 |t shall be noted that the official GDPR certification has not been approved by the EU. However,
considering that PIMS and GDPR clearly echo each other, PIMS certification, although not a formal GDPR
certification, can also be regarded as a proof of GDPR compliance before a decision is made by EU
regulators.

44 As above.

45 As above.
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ISO/IEC 27701 recognizes the duplication of legal norms regarding privacy in different
countries and thus reduces the complexity of law application. However, when ISO/IEC
27701 is implemented in specific countries and/or regions, it is still necessary to refer to
local laws. In particular, considering the existing legal system and environment with
Chinese characteristics in Mainland China, GB/T 35273 (2020) shall be referenced to
when organizations implement personal imformation protection schedule in Mainland
China. In terms of the overall environment, GB/T 35273 (2020) has consistent main idea
with ISO/IEC 27701 that is, the organization that attaches great importance to
participation in personal information activities shall comply with relevant laws and
regulations in its internal management and shall perform the implementation
responsibilities. In terms of specific implementation measures, the organization can use
ISO/IEC 27701 to build an overall compliance framework to understand the bottom line
and requirements of the organization's security management. After the general direction
is considered, the specific personal information protection provisions of various countries

can be practically implemented from the seven aspects of GB/T 35273 (2020).
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Appendix A: Comparison table of Information Security Technology -

Personal Information Security Specification (Version 2020) and

ISO/IEC 27701
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